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Abstract: Intelligent lighting systems achieve high energy efficiency through precise control
and serve as vital tools for reducing carbon emissions, providing essential data for carbon
trading. However, data exchange between the lighting system and the carbon trading system
presents several challenges. For instance, data may be maliciously tampered with, and
frequent unauthorized access threatens the normal operation of carbon trading. Therefore,
this paper proposes a security framework for intelligent lighting systems based on blockchain
technology. The framework utilizes a dual-chain structure of Hyperledger Fabric and
Ethereum to address the issues of blockchain storage expansion and transaction efficiency,
employing smart contracts to ensure the effective processing of lighting data. The security
requirements for intelligent lighting data are thoroughly studied and analyzed. Additionally,
this paper presents a key distribution scheme based on the RSA encryption algorithm to
ensure trusted access control within the system. Through detailed analysis and practical
verification of the scheme's security and performance, the framework not only effectively
prevents data tampering but also ensures data authenticity and the smooth operation of the
system during carbon trading, providing robust support for the security and privacy
protection of intelligent lighting systems.

Keywords: blockchain; intelligent lighting; smart contract; key distribution; carbon trading
markets; Hyperledger Fabric; Ethereum

1. Introduction

Intelligent lighting systems have become essential components in modern energy
management and sustainability initiatives. These systems leverage advanced technologies to
optimize lighting conditions based on factors such as human presence, ambient light levels,
and predefined settings, significantly reducing energy consumption and carbon emissions.
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Features like automatic dimming and remote control facilitate energy conservation by
ensuring that lighting is used efficiently only when needed [1]. Intelligent lighting has been
widely adopted across various sectors, including commercial buildings [2], industrial
environments [3], and urban infrastructure [4]. Furthermore, the integration of the Internet of
Things (1oT) with the concept of smart cities has accelerated the adoption of these systems,
enhancing user experience while promoting energy efficiency [5]. For example, Yuan et al. [6]
developed an innovative remote control solution that enables real-time monitoring and
management of lighting systems, effectively reducing energy waste. Figure 1 illustrates the
development stages of intelligent lighting systems.
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Figure 1. Development stage of intelligent lighting system.

As the complexity of intelligent lighting systems increases, the data generated—
including information on electricity consumption, lighting usage patterns, fault detection, and
maintenance records—becomes crucial for optimizing energy efficiency and operational
performance. Concurrently, the global push for energy conservation and carbon emission
reduction has led to the establishment of carbon markets [7], such as the European Union
Emissions Trading System (EU ETS) [8], the Regional Greenhouse Gas Initiative (RGGI) [9],
and China’s carbon market pilot programs. The integration of intelligent lighting systems
with these carbon markets underscores the critical need to ensure the security and reliability
of lighting data [10]. Unauthorized tampering with this data can undermine the accuracy of
carbon credits and disrupt the proper functioning of carbon trading mechanisms. Thus,
securing intelligent lighting data has become an urgent priority.

Blockchain technology [11], with its decentralized, tamper-proof, and transparent
features, offers a promising solution for enhancing the security of intelligent lighting systems.
Operating as a distributed ledger, blockchain enables immutable data records that are trusted
across multiple participants without requiring a central authority. This decentralized nature
makes blockchain particularly suitable for environments where data integrity and
transparency are critical. However, despite its potential, several challenges exist in applying
blockchain technology to intelligent lighting systems on a large scale, especially when
integrated with 1oT and carbon markets.

The motivation for this research stems from the growing need for secure, efficient, and
scalable solutions in intelligent lighting systems, particularly as these systems become
intertwined with carbon trading platforms. Traditional lighting systems face significant
challenges in addressing data security, performance, and reliability—all essential for accurately
measuring energy consumption and calculating carbon credits. This paper aims to tackle these
challenges by proposing a decentralized framework based on blockchain technology.
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First, one primary limitation of blockchain technology is its performance, particularly in
terms of transaction throughput. Most blockchain networks, such as Bitcoin and Ethereum,
have limited capacity due to their consensus mechanisms. For example, Bitcoin processes
only 7 transactions per second, while Ethereum handles approximately 15 transactions per
second [12]. These limitations hinder blockchain’s scalability, especially in IoT
environments where intelligent lighting systems generate large volumes of real-time data.
The inability of current blockchain architectures to process high transaction volumes in real
time could lead to delays and inefficiencies in lighting control and carbon market integration.

Second, access control and key management represent critical challenges. Traditional
access control mechanisms, such as public key infrastructures (PKI) and centralized
certificate authorities (CA), are wvulnerable to security risks and can undermine the
decentralized nature of blockchain. These centralized models create single points of failure
that are susceptible to attacks, complicating the implementation of a robust and scalable
access control system for intelligent lighting environments that leverage blockchain
technology. A decentralized and secure key management scheme is essential to prevent
unauthorized access and ensure the integrity of lighting data.

Third, smart contract security is a fundamental concern in blockchain-based systems.
Smart contracts automate decisions and actions within blockchain environments, making
them key components for managing intelligent lighting systems. However, vulnerabilities in
smart contract code can lead to severe security breaches, causing financial and operational
damage. It is therefore vital to design secure, reliable, and efficient smart contracts to ensure
the success of blockchain-enabled intelligent lighting solutions.

This research aims to develop a comprehensive, decentralized solution that enhances the
security, performance, and reliability of intelligent lighting systems. Specifically, the
research focuses on addressing the following objectives:

(1) Improving Blockchain Scalability: Exploring methods to optimize blockchain
performance and transaction throughput to handle the high data volume and real-time
processing requirements of intelligent lighting systems.

(2) Enhancing Security and Access Control: Developing a decentralized access control
mechanism based on blockchain technology, emphasizing secure key management
and the elimination of single points of failure.

(3) Securing Smart Contracts: Designing and implementing secure smart contracts that
automate the management of lighting systems while mitigating the risks of code
vulnerabilities and security breaches.

By addressing these objectives, this research seeks to provide a secure, scalable, and
efficient framework for integrating intelligent lighting systems with carbon trading platforms,
contributing to global efforts in energy conservation and emission reduction.

The rest of the paper is organized as follows. Section 2 reviews previous studies related
to the proposed framework. In Section 3, we describe the overall architecture of the security
scheme for the blockchain-based smart lighting system. Section 4 provides a detailed
overview of the design concept of the proposed dual-chain architecture, as well as the
implementation of smart contracts and key distribution strategies. In Section 5, we conduct
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experiments to validate the effectiveness of the system and perform a comprehensive analysis
of its performance and security. In the final section, we summarize the key findings of the
research and engage in a thorough discussion.

2. Review
2.1. Current research

Intelligent lighting represents a convergence of comprehensive technologies. Building on
existing lighting systems, it integrates information technologies such as the Internet of
Things (10T), big data, and cloud computing to achieve intelligent, digital, and user-centered
lighting management. Intelligent lighting not only meets people's needs for illumination but
also promotes energy-saving practices, aligning with energy conservation and emission
reduction goals.

The integration of blockchain with 10T has garnered significant attention in intelligent
lighting systems. loT-enabled intelligent lighting facilitates real-time monitoring and
dynamic control of lighting conditions, substantially reducing energy consumption by
adjusting lighting based on occupancy and ambient light levels. Research by Heydarian A et
al. [13] demonstrated that these systems optimize energy usage while enhancing user
satisfaction through personalized lighting settings. Additionally, Kolahan A [14] explored
blockchain-based smart contracts to automate lighting control in response to real-time
conditions such as occupancy and daylight availability, ensuring secure management of
lighting data through blockchain’s transparency and trust.

Despite these advancements, blockchain performance limitations present challenges.
Muhammad Salek Ali [15] noted that current platforms like Bitcoin and Ethereum suffer
from low transaction throughput and scalability issues, making them less suitable for
handling the vast amounts of real-time data generated by loT devices in intelligent lighting
systems. To address this, Gianpiero [16] examined the application of fully homomorphic
encryption (FHE) within blockchain-based intelligent lighting systems. FHE allows
encrypted data processing, ensuring data security without compromising system
performance. Yuning Qi [17] suggested that combining blockchain with FHE could
significantly enhance the security, scalability, and efficiency of intelligent lighting systems,
particularly in smart city environments.

Other studies have also focused on optimizing the intelligent control of lighting systems.
For instance, Hussain M [18] applied machine vision technology, utilizing the YOLOvV5
algorithm for dynamic control based on personnel distribution, while Jebeniani et al. [19]
investigated digital twin models for street lighting to improve energy efficiency and remote
control capabilities. Zarindast et al. [20] employed unsupervised machine learning to create
personalized lighting schedules based on user data, enhancing the user experience. While
these works underscore the role of technology in creating responsive and efficient lighting
systems, they often lack in-depth exploration of security mechanisms.

Expanding on these innovations, Ghadi et al. [21] examined the integration of federated
learning with 10T technology to enhance smart city applications. They highlighted federated
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learning’s potential to support areas such as traffic management and environmental
monitoring while addressing the technical and privacy challenges posed by large-scale 10T
networks. This approach illustrates the ongoing evolution of intelligent lighting systems
and their integration with cutting-edge technologies to meet both energy efficiency and
security needs.

2.2. Research gap

While significant progress has been made in integrating blockchain with loT-enabled
intelligent lighting systems, key challenges remain unresolved. One critical research gap lies
in the performance bottlenecks of blockchain technology when applied to real-time lighting
control systems. Most studies have focused on the application of smart contracts for
automation but have not fully addressed how to enhance blockchain’s capacity to handle the
high volume of transactions and real-time data generated by intelligent lighting systems.
Scalability issues, such as low transaction throughput, continue to limit the widespread
implementation of blockchain in this context.

Another significant gap is in security management. Although some studies have
proposed using multi-key fully homomorphic encryption (MKFHE) to enhance data
security, comprehensive solutions for key management and secure access control within
blockchain-enabled intelligent lighting systems are still lacking. The centralized nature of
traditional public key infrastructures (PKI) poses security risks by creating single points of
failure, contradicting the decentralized ethos of blockchain technology. Furthermore, the
security of smart contracts, which are integral to automating intelligent lighting systems, has
not been sufficiently addressed, particularly regarding their vulnerability to code exploitation.

Finally, there is limited exploration of blockchain’s role in integrating intelligent lighting
systems with carbon trading markets. As these systems become more intertwined with carbon
markets, ensuring the integrity and accuracy of lighting data will be crucial for calculating
carbon credits accurately. Current research lacks detailed frameworks that securely connect
lighting data with carbon markets, highlighting an important avenue for future investigation.

Addressing these research gaps will require a multidisciplinary approach that combines
advancements in blockchain scalability, cryptographic techniques like MKFHE, and robust
access control mechanisms. Additionally, enhancing smart contract security is essential to
prevent exploitation and ensure reliable, automated management of intelligent lighting
systems across diverse applications, including energy conservation and carbon trading.

3. Overall architecture of intelligent lighting system security solution based on blockchain

Overall Architecture: According to the division of 10T system architecture, the overall
architecture of the intelligent lighting system can be organized into four longitudinal layers:
the perception layer, communication layer, control layer, and application layer. Additionally,
there is a management and support layer, as illustrated in Figure 2.

Perception Layer: Located at the base of the architecture, this layer is essential for
achieving “intelligence” [22]. It is equipped with advanced environmental sensing

5



Blockchain Article

capabilities, responsible for collecting physical events and data from the environment.
Commonly used sensing technologies include noise detectors, brightness sensors, and infrared
sensors. This layer primarily detects lighting conditions and provides control services.

Communication Layer: Serving as the information channel for the intelligent lighting
system, this layer is a crucial component. It facilitates communication with the Internet
through gateways and routing, allowing data messages to be transmitted. Participants in this
interaction obtain public and private keys from the key distribution system and use session
keys to encrypt the transmitted data, ensuring that only authorized recipients can decrypt and
access the information, thereby safeguarding data privacy and security.

Data Layer: Utilizing a cloud computing platform that offers advantages in network
computing, distributed computing, and load balancing, this layer is responsible for storing
and processing data [23]. Data is a strategic resource in the intelligent lighting system,
playing a vital role in its construction. This layer employs both blockchain and cloud servers
to store data, including the basic attributes of lamp nodes and information regarding lighting
energy consumption.
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Figure 2. Overall system architecture.

Application Layer: This layer encompasses various applications built upon the
perception, communication, and data layers. These applications directly present data or
analysis results and support decision-making by analyzing trends and variations in the data.

Management and Support Layer: Spanning across the communication, data, and
application layers, this layer ensures the authenticity and integrity of data. It distributes keys
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to trusted users, addresses data privacy protection, and serves as a crucial guarantee for the
normal operation of the system.

4. Detailed design of the blockchain-based security scheme for the intelligent lighting system
4.1. Hyperledger Fabric-Ethereum dual-chain design

The extensive use and frequent operation of 10T nodes have led to an expansion in data volume.
To ensure the authenticity and security of l0T data, it is required that blockchain systems can
withstand both large volumes of data and data authenticity checks during normal operation.

Blockchain can be categorized into public chains, private chains, and consortium chains
based on application scenarios, with their characteristics shown in Table 1. Public chains
have no authority restrictions and can be completely decentralized, but they have low storage
efficiency; consortium chains involve only members of the consortium, offering high storage
efficiency, high throughput, and good compatibility with large volumes of data.

Table 1. Comparison of the three blockchains.

Comparison item Public chain Private chain Alliance chain
Centralization degree Decentralization Centralization Partial centralization
Participant Any user Designated Users Alliance members
Transaction speed Slow Fast Fast
] o High security and low .
Advantage High credibility Good scalability
latency
o High latency and low Node limited and . .
Insufficient o . There is a trust issue
efficiency centralized

Hyperledger Fabric [24] is an open-source distributed ledger platform that belongs to the
consortium chain, offering a high level of confidentiality, adaptability, and scalability. The
Ethereum [25] public chain, widely used in the development of smart contracts and
decentralized applications (DApps) [26], employs a Turing-complete programming
language, enabling Ethereum to flexibly support a variety of application scenarios.
Regardless of network and configuration settings, Ethereum can handle dozens to hundreds
of transactions per second, with each block comprising tens to hundreds of transactions. In
reality, with a large number of lights and substantial data volume, assuming several floors
have 1024 lights and data is uploaded to the blockchain daily, it would require 5 blocks and
take more than a minute. With the proliferation of intelligent lighting, such performance
cannot meet the demand.

Due to the limited block size of blockchain and the vast number of nodes participating
in public chains, they cannot handle large volumes of data. Therefore, adopting a consortium
chain as the primary storage chain can alleviate the pressure on public chains. Public chains
are recognized, and based on this recognition, consortium chains cannot falsify data. Public
chains are completely decentralized and maintained by all nodes, so they cannot possess such
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powerful computing power. Hence, to store a large amount of data while ensuring its
immutability during normal operation, this paper designs a Hyperledger Fabric-Ethereum
dual-chain structure [27] for support, as shown in Figure 3.

Hyperledger Fabric offers faster transaction speeds and can store large volumes of data,
preventing performance degradation due to data loss and storage expansion. It is used to store
all lighting data information; Ethereum is decentralized and highly trusted, but it has high
latency and low efficiency. It is used to store the block digests of Hyperledger Fabric, which
can greatly enhance system performance. Using the example provided for calculation,
Hyperledger Fabric only requires one block for 1024 transactions on the blockchain, which
takes about 1 second. The newly generated Fabric block hash is saved to Ethereum as a
transaction. This dual-chain structure, leveraging the characteristics of blockchain
technology, allows lighting data to be traded one-to-one with Ethereum without storage chaos
and ensures efficiency. As a result, the credibility issue of intelligent lighting systems has
been resolved.
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Figure 3. Hyperledger Fabric-Ethereum double chain structure.
4.2. Smart contract design

A secure smart contract is designed to counter potential attacks on smart contracts during the
storage of lighting data in blockchain-based smart lighting systems. Based on common
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vulnerability exploits, a secure smart contract design approach is proposed to offer a secure
solution for data within blockchain-based smart lighting systems.

The blockchain operation diagram of the intelligent lighting system is shown in Figure 4.

Smart contracts are defined for transactions on the blockchain, decentralized storage
interfaces are implemented, summaries of lighting data are stored, and a dual-chain structure
is utilized to leverage the characteristics of the blockchain for the low-cost and efficient
maintenance of data security. Among them, smart contracts encompass storage, query,
verification, endorsement, and key distribution.

Sensors installed in the intelligent light nodes within the lighting system have the
capability for automatic detection, collection, and upload of data, as shown in Table 2, where
Emission is used for storing the lighting energy data structure, including the lighting node
identification (deviceld), the hash of the node's energy consumption data Hash, and the
timestamp of when the energy consumption data was generated. To uniquely determine the
data generated by each 10T node, the loT data structure should include the 10T node
identifier (deviceld) and the timestamp of data generation. The loT node identifier
(deviceld) can uniquely identify the 10T node, and two fields are used to uniquely identify
each transaction data.

Smart contracts

Figure 4. Blockchain operation diagram.

Table 2. Lighting energy consumption data structure.

Lighting energy consumption data structure

struct Emission {
string deviceld; / / Node identification
string dataHash; / / Lighting energy consumption data hash value
uint256 timestamp; / / Energy consumption data timestamp

¥
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The storage smart contract is designed to store lighting data. The process is as follows:
the server first decrypts and hashes the data, then sends the hash value to the blockchain to
check if the transaction has been stored. If it does not exist, the relevant information is stored
on the blockchain. If it does exist, the transaction is skipped.

Algorithm 1 The storage smart contract
Input: lighting node identification deviceld, hash value of node energy consumption data dataHash,

L and energy consumption data generation time timestamp.

2: Output: transaction receipt or error message

3: begin

4. if check(deviceld, timestamp) // Verify if re-upload is repeated

5: then

6: if isDuplicate(deviceld, timestamp) then

7: return "Error: Duplicate record for deviceld at given timestamp."
8: end if

9: memory(deviceld, dataHash, block.timestamp) // Record lighting information
10: storeData(deviceld, dataHash, block.timestamp)

11: return getTransactionReceipt() // Return transaction receipt

12: else

13: return "Error: Access denied or invalid input."

14: end if

15:  end

Querying smart contracts involves searching through node identification values and data
generation timestamps. By entering the user’s identity, the IoT node identification (deviceld)
to be queried, and the timestamp, the smart contract first checks whether the querying user
has permission. If they have permission, the data is retrieved based on the node identification
(deviceld) and timestamp. If they do not have permission, an error message is returned.

Algorithm 2 The querying smart contract

1. Input: user identity userld, node identity deviceld, and time timestamp.

2:  Output: query results or error message.

3. begin

4: if checkPermission(userld) // Verify whether userld has permissions

5. then

6: Emission [] emissions = getEmissions(deviceld, timestamp)

7. I/ Query energy consumption records based on node ID and data generation time
8: return emissions

9: else

10: return "Notice: User " + userld + " does not have permission to query."
11 end if

12: end

The block endorsement smart contract is designed to endorse the newly generated block
hash value from Fabric to Ethereum. Input the block hash produced by Fabric, and the smart
contract outputs the transaction receipt corresponding to the block, storing this receipt in
Ethereum. Acting as the primary storage chain, the consortium chain is granted endorsement
authority by the public chain. However, the consortium chain is unable to engage in data
fraud due to the endorsement from the authorized public chain.
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Algorithm 3 The blockchain endorsement smart contract

1
2
3
4:
5:
6:
7
8
9

10:
11:
12:

Input: blockHash.
Output: transaction receipt or error message.
begin
if isvValidBlockHash(blockHash)
then
memory[blockHash] = true //Record block hash
storeEndorsement(blockHash)
return getTransactionReceipt() //Return transaction receipt
else
return "Error: Invalid block hash."
end if
end

Verification smart contracts are utilized by regulators to authenticate the data’s

veracity using this algorithm. By entering the user’s identity, the identification of the IoT
node to be queried, and the timestamp, the smart contract will return results indicating the
authenticity of the verification data or error alerts, contingent upon whether the user
possesses regulatory authority.

Algorithm 4 The verification smart contracts

1
2
3
4;
5:
6:
7
8
9

10:
11:
12:
13:
14:
15:
16:

Input: user identity userld, node identity deviceld, and data generation time timestamp.
Output: verification results error message.
begin
if hasRegulatoryAuthority(userld) // Verify whether userld has permissions
then
bool isVerified = verifyData(deviceld, timestamp)
if isVerified
then
return "Verification successful: The data is authentic.” // Return verification result
else
return "Verification failed: The data is not authentic."
end if
else
return "Notice: User " + userld + " does not have regulatory authority to verify."
end if
end

The key distribution smart contract is where users apply for public and private keys, as

well as digital certificates. If a user already possesses a valid certificate, they can utilize it
directly. If the certificate is invalid, they may apply for an update.
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Algorithm 5 The key distribution smart contracts
Input: user UID.
Output: public key certificate and private key, or error message.
begin
if isvValidUser(UID) // Verify whether the user is valid
then // Pass identity verification
ID = authenticateUser(UID) // Generate public and private keys
PublicKey, PrivateKey = generateKeys(ID)
distributeKeys(PublicKey, PrivateKey)
return PublicKey, PrivateKey // Return public key certificate
else
return "Notice: User UID is invalid or not authenticated.”
end if
end

NN R
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4.3. Design of the key distribution scheme

As a distributed ledger, blockchain achieves consensus among participating network nodes
through consensus algorithms, without the need for trusted third parties. It features
decentralization, security, reliability, and programmability; the RSA algorithm is highly
secure, has a wide range of application scenarios, publicly available algorithm standards, and
is applicable to distributed systems, ensuring the security of information transmission.

To ensure the security of data access, the key distribution scheme is built on the
blockchain's distributed mechanism and the RSA [28] algorithm, with blockchain replacing
the centralization of trusted institutions (Trusted Authority, TA). Due to the blockchain's
immutability and transparency, once identity information is added to and modified on the
blockchain, there will be no disputes in the central mode [29].

The main work of the key distribution contract is identity authentication and key
issuance, in which the RSA algorithm is used to generate public and private keys:

The contract generates two large prime sums randomly and calculates them pq

n=pxq 1)
em)=(p-1)x(@q—-1) (2)

Generate an integer e, e and r less than r and calculate d by the following formula:
ed = 1(modr) (3)

The public key and the private key are made available here.PK = (N, e),SK = (N, d).
When users register on Ethereum, they generate a unique user identifier (UID). When
applying for a public or private key for the first time, the following steps occur (the flowchart
is shown in Figure 5):
(2) Initial Request: The user sends their UID along with access permissions, denoted as
M, to the address of the key distribution smart contract and invokes the contract.
(2) Verification: Upon receiving the UID and M, the contract verifies their validity. If
the UID is invalid, the contract halts and returns an error message to the user. If the
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UID is valid, the contract proceeds to check whether a valid key pair already exists
for the user on the blockchain.
(3) Key Generation:

(a) If avalid key pair exists, the contract returns the user’s public and private keys
and terminates the process.

(b) If no valid key pair is found, the contract generates a new key pair (public key
PK and private key SK) along with an expiration timestamp T, representing the
validity period of the user’s identity credentials.

(c) This information (PK, SK, T) is securely stored on the blockchain, with the
blockchain server maintaining the user’s credentials and certificate pairs. The
contract then returns the newly generated keys and other relevant information to
the user.

(4) Key Update and Revocation:

(&) The process for updating the user’s public key or revoking and reissuing keys
follows a similar flow to the initial key request, with the main difference being
the parameters submitted in the request.

(b) The key distribution contract interprets the user’s intent based on the parameters
provided, performing the appropriate action and returning the result.

(c) To ensure the authenticity of key update or revocation requests, users must
include the transaction hash from their previous key application in the request.
This hash is privately stored by the user, making it possible to verify that the
request originated from the rightful user, thus ensuring its authenticity.

N

' | Query for the validity of the
dentity | i l
Informatl)(/) | / } Y B
0. 0 ’ ! Check for containing a valid
sla T | ™
: | N : ;
Return | / : Generate a public-private key
Informatio | ‘

Figure 5. Public key distribution mechanism.

This method not only secures the key generation and distribution process but also
simplifies key management for users, ensuring seamless and secure operations on the blockchain.
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5. Experiments and analysis
5.1. Experimental environment and results

This paper takes the data security issues of blockchain-based smart lighting as the starting
point and applies emerging blockchain technology to propose three unresolved problems:
security issues caused by centralization and lack of identity authentication in the key system
of smart lighting data transmission; once a smart contract is deployed, it cannot be changed,
and malicious behavior in the developed network environment can lead to huge losses; the
storage space of the blockchain is limited and cannot withstand massive data storage. In the
experiment, the complex had 3 gateways, each with about 30 light nodes. The experimental
results are depicted in Figure 6, which accurately presents the data of each lighting node and
the blockchain-related receipt as proof of data integrity and authenticity.
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Block Transaction

Figure 6. Results of the simulation experiments.
5.2. Performance analysis

Considering that the blockchain can only store this transaction after the transaction
consensus, that is, the smart contract cannot perform complex or uncertain random work, it
is impossible for the smart contract to perform key generation and other operations. In order
to realize a distributed system, KGC implements key distribution and update, and issues
certificates, but does not store any key information. KGC stores the generated or updated
keys or certificates in the form of transactions on the blockchain, and the blockchain
maintains its reliability and authenticity. As shown in Table 3 below, this solution differs in
the algorithms and functions used.
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Table 3. Solution function comparison.

Blockchain KGC Digital Public Key Certificate Identity Key
Signature Encryption Application Authentication Negotiation
Literature
v v v v v ) -
[30]
Literature
v - v - v - -
[31]
This program v N V V V v v

In the literature [30], digital signature and public key encryption algorithm are combined
to design a decentralized identity authentication and key management scheme based on
blockchain, in which KGC is only responsible for the generation of the first key, and the
subsequent key update is completed by the user himself and stored on the blockchain in the
form of transactions, which can realize certificate application and identity authentication. In
the literature [31], digital signature algorithm and secure multi-party computing are used,
multiple participants generate partial keys respectively, and the user synthesizes the key by
himself, and the authenticity of the key is maintained by blockchain, realizing certificate
application. In this scheme, KGC is responsible for key generation and update, generating
digital certificates, and blockchain stores keys and certificates. Combining digital signature
and public key encryption algorithm, it can realize the three functions of certificate
application, identity authentication and key negotiation.

In this system, the acquisition of lighting energy consumption data is real-time, and the
time consumed is disregarded. The timing of data upload primarily depends on network
factors, hence the performance overhead is mainly associated with the upload, query, and
verification of energy consumption data. Performance testing for smart contracts for upload,
query, and verification is conducted using tape. As shown in Figures 7 and 8, it can be
observed that the execution time of the smart contract increases with the growth of test data.
Due to the gradual increase in time, the running time of the smart contract is within a
reasonable range.
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Figure 7. Comparison of storage time and query time.
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As can be seen from Figure 7, the execution time of smart contracts increases with the
increase of test data, and the storage time is always greater than the query time. It can be seen
from the figure that, in general, the running time of smart contracts is within a reasonable
time range.
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Figure 8. Comparison of storage time and query time throughput.

As can be seen from Figure 8, under the premise of the same number of transactions, the
query throughput is greater than the storage throughput, and the trend changes of query
throughput and storage throughput are basically the same.

5.3. Safety analysis

The blockchain-based smart lighting solution proposed in this article is practical and highly
secure, addressing the data security issues in the current context of IoT data inflation and
meeting the needs for data auditing. The security of the key system and smart contracts in
this scheme has been analyzed. As a distributed ledger, blockchain inherently has features
such as decentralization and immutability. Modifying data requires a significant amount of
cost and resources, thereby enhancing the authenticity and reliability of 10T data stored on
the blockchain. The blockchain-based key distribution and negotiation scheme adds
communication security to the open network environment, preventing the possibility of data
tampering and forgery, and improving the authenticity and reliability of data. At the same
time, it combines 10T technology, with sensors automatically collecting and uploading data,
and identity authentication technology to ensure the authenticity of the data source.

The security scheme design of the smart lighting system based on blockchain in this
article is highly secure, mainly reflected in the following aspects.

Blockchain technology has decentralization, immutability, and traceability. A
blockchain is a chain of blocks linked together, with each block containing the hash value of
the previous block. Modifying data stored on the blockchain disrupts the chain structure,
increases the cost and difficulty of data modification, and ensures the authenticity and
reliability of data on the chain [32].
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The dual-chain structure using consortium chains [33] and public chains [34] can ensure
the reliability of the system, and all participants joining the system require review by
consortium members, greatly reducing the chances of malicious nodes [35] participating. And
through the supervision of public chains, the possibility of managers tampering with data is
greatly reduced, preventing intentional fraud and further enhancing the security of the system.

0T nodes or users use a distributed key system [36], and their identity information is
stored in the blockchain. The decentralization and immutability of the blockchain ensure the
reliability of their identity. The identity stored on the blockchain has an expiration date,
which also ensures the validity of the identity. The use of blockchain key distribution
avoids the centralization of traditional key distribution mechanisms, is resistant to DDOS
attacks [37], and ensures secure and reliable data access mechanisms through the use of
public key certificates.

Data is not stored in plaintext but in its hash value on the blockchain, maintaining the
consistency of the stored data structure and ensuring data privacy. Before data exchange, users
first authenticate and negotiate with the blockchain to obtain the session key [38] and encrypt
the data with the session key. In the public network, the encrypted data protects data privacy.

In response to common vulnerabilities in smart contracts, security mechanisms have
been designed for all smart contracts in this scheme, using two security detection methods:
symbolic execution [39] and intermediate representation [40], namely the Mythril detection
tool and the Slither detection tool, to detect all smart contracts in the system. Based on the
test results and manual review analysis, the smart contract has passed the security check, as
shown in Table 4.

Table 4. Vulnerability classification and detection results.

Vulnerability . . .

classification Vulnerability types Mythril Slither

Reentrant vulnerability \ \

Integer overflow vulnerability \ \

Permission control vulnerability \

Solidity Exception handling vulnerability \

Code layer Denial of service vulnerability \ l

Type confusion vulnerability \

Unknown function call vulnerability \

Delegate call vulnerability \

Short address vulnerability
EVM

_ Call stack overflow vulnerability \
Execution layer
Tx.Origin loophole \ l
Blockchain system Block parameter dependency vulnerability \ \
layer Timestamp dependency vulnerability \
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6. Conclusion

This paper discusses the data security issues in the blockchain-based smart lighting system,
and proposes effective solutions for the centralization of the key system, the immutability of
smart contracts, and the limitation of blockchain storage space. By designing the dual-chain
structure of the alliance chain-permissioned public chain and the key distribution and
negotiation scheme based on blockchain, this paper not only enhances the security of the
system, but also provides a detailed design and implementation of the security mechanism of
the smart contract. In addition, the comprehensive analysis of performance and security
shows that the scheme has a high application value while achieving the expected goals.

In the subsequent implementation process, in order to improve the user experience and
system performance, it is necessary to further optimize and adjust the scheme. First, develop
a more intuitive user interface and data verification interface to meet the needs of different
users, thereby improving the data display effect and operation convenience. Secondly,
considering the data volume and throughput issues in the 10T environment, it is necessary to
conduct in-depth testing of the carrying capacity of the device and the network to ensure that
the system can still maintain stability when facing a large number of data node connections,
and prevent data loss and equipment failure.

Looking to the future, with the continuous development of blockchain technology, smart
lighting systems will make further breakthroughs in data security, privacy protection, and
user experience. Researchers and engineers should continue to explore more efficient
algorithms and protocols to meet the growing application needs and technical challenges.
Through multi-party collaboration and innovation, smart lighting systems are expected to
play a more important role in the construction of smart cities and provide users with safer
and more efficient smart lighting solutions.
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