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Highlights: 

⚫ First proposal of weak physically unclonable function (PUF) utilizing pre-existing multiple parallel 

time-to-digital converters (MP TDCs). 

⚫ Applied linearity self-calibration using histogram method to calculate buffer delays of TDCs. 

⚫ Applicable to various MPSDL-TDCs on various FPGAs. 

Abstract: This paper presents a Weak Field-Programmable Gate Array Physically Unclonable  

Function (FPGA PUF) using Multiple Parallel Single Delay-Line based Time-to-Digital Converter 

(MPSDL-TDC) on FPGA. In the measurement mode, the proposed PUF works as a high-resolution FPGA 

TDC with the MPSDL-TDCs. In the PUF mode, the proposed PUF selects a stage of a TDC in the  

MPSDL-TDC and another stage of another TDC in it. Next, we calculate the buffer delays of the selected 

stages with the linearity self-calibration. Finally, we obtain a 1-bit response output by comparing the 

buffer delays. With a small amount of circuit, the proposed PUF can be applied to any type of 

MPSDL-TDCs, even it is the one with Look-Up Table (LUT) chain based TDCs or with the dedicated 

carry-chains based TDCs. Consequently, the number of the extra resources for the proposed PUF is 

small. Evaluation using 10 Artix-7 FPGAs resulted in an inter-chip Hamming distance of 47.07%, a 

reliability of 93.91%, and a uniformity of 50.70%. Minimum resource overhead for the proposed PUF 

over original MDSDL-TDCs is 4.99%. 

Keywords: PUF; weak PUF; hardware security; TDC; FPGA; MPSDL-TDC 

1. Introduction 

Physically Unclonable Function (PUF) is an important security primitive used for the device 

authentication and the generation of secret keys for encrypted communication. PUF has an entropy source 

that can generate reproducible random values. Using such an entropy source, a device-specific signature 
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can be generated [1]. Various PUFs, such as delay-based PUF and memory-based PUF, have been 

proposed [2,3]. PUFs are broadly classified into Strong PUF and Weak PUF based on the number of 

Challenge input C and Response Output R pairs (CRPs). Strong PUFs are mainly used for device 

authentication, while Weak PUFs are used for generating secret keys for encrypted communication 

through public key cryptographic authentication methods [4]. 

A TDC is a circuit that converts time intervals into digital values. Its applications are diverse, 

including Time of Flight (ToF) systems, light detection and imaging, position emission tomography, 

ultrasonic measurement, and diffuse optical tomography [5,6]. In the past, TDCs were implemented 

as full custom designs. However, in the recent years, due to the miniaturization of Field-Programmable 

Gate Array (FPGA) manufacturing processes, as well as their reconfigurability, shorter time to market, 

and lower development costs, the implementation of TDC using FPGAs (FPGA TDC) has been  

widely considered. 

FPGAs are devices that can implement any arbitrary digital circuits, once they have been 

programmed. FPGAs are suitable for multi-channel applications and asynchronous architectures. 

Multiple Parallel Single Delay-Line (MPSDL)-TDC on FPGA provides better resolution than single 

SDL-TDC on FPGA [7–9]. 

This paper presents a Weak FPGA PUF using MPSDL-TDC on FPGA. In the measurement mode, 

the proposed PUF works as a high-resolution FPGA TDC with the MPSDL-TDC. In the PUF mode, the 

proposed PUF selects a stage of a TDC in the MPSDL-TDC and another stage of another TDC in it. 

Next, we calculate the buffer delays of the selected stages with the linearity self-calibration. Finally, we 

obtain a 1-bit response output by comparing the buffer delays. With a small amount of circuit, the 

proposed PUF can be applied to any type of MPSDL-TDC, even it is the one with Look-Up Table (LUT) 

chain based TDCs or with the dedicated carry-chains based TDCs. Consequently, the number of the 

extra resources for the proposed PUF is small. 

The rest of this paper is organized as follows. Section 2 presents related works. Section 3 describes 

preliminaries. Section 4 explains the proposed PUF. Section 5 shows the experimental results. After 

some discussions at Section 6, Section 7 concludes this paper. 

2. Related works 

PUFs generate unique signatures by utilizing manufacturing variations in devices on ICs. Various PUFs 

have been proposed that leverage the variations in different physical quantities caused by manufacturing 

variations. Memory based PUFs use the variations in the characteristics of memory cells. SRAM PUF 

utilizes the variation in the initial values of SRAM cells immediately after power-up [3]. In Butterfly 

PUF, cross-coupled loops similar to SRAM cells are implemented in an array on FPGA. Like SRAM 

PUF, Butterfly PUF also uses the variation in the initial values of the cross-coupled loops [10]. DRAM 

PUF uses the variation in the capacitance of DRAM cells [11]. Many PUFs based on emerging non-volatile 

memories such as ReRAM and STT MRAM have also been proposed [12,13]. Chowdhury et al. 

proposed a PUF that utilizes the characteristic variations of null conventional logic gates used in 

asynchronous circuits [1]. Inverter/amplifier analog PUFs use the variations in threshold voltage and 

switching voltage of inverters and inverting amplifiers [14,15]. Xi et al. proposed a PUF that uses the 

subthreshold current of CMOS devices as an entropy source [16]. ADC PUF utilizes the mismatches 

among capacitances in Successive Approximation Register Analog-to-Digital Converter (SAR ADC) as 
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an entropy source [17]. Delay-based PUF utilizes the delay variations of gate circuits. Arbiter PUF and 

RO PUF are well-known delay-based PUFs [18]. 

FPGAs are devices for digital circuits [19]. Accordingly, PUFs composed of gate circuits can be 

implemented on FPGAs. These PUFs implemented on FPGAs are used for device authentication of 

FPGAs, generation of secret keys for encrypted communication using public key authentication 

methods, and IP protection as FPGA PUFs [10,18,20]. As far as we know, Butterfly PUF is the first 

FPGA PUF using a cross-coupled loop array [10]. Recently, Sala et al. proposed low-cost FPGA 

PUFs using cross-coupled loop array, such as DD-PUF, NAND-PUF, and XOR-PUF. They conducted 

comparative evaluations of these with previous FPGA PUFs using cross-coupled loop array like 

TERO-PUF and SS-RO-PUF [21]. 

Most of delay-based PUFs can also be implemented on FPGAs. RO FPGA PUFs have been widely 

researched over the past 20 years. Suh et al. were the first to propose RO PUF [18]. Maiti et al. improved 

the area efficiency by implementing 8 ROs in one Configurable Logic Block (CLB) that is a reconfigurable 

element of FPGA composed of LUTs and Flip-Flops to construct arbitrary sequential circuit [22]. Xin et al. 

further improved the area efficiency by implementing 256 ROs in one CLB [23]. Pei et al. improved area 

efficiency by utilizing the fact that Xilinx CLBs have two outputs, implementing two reconfigurable ROs 

in one CLB [24]. All of these FPGA PUFs are Weak PUFs. 

On the other hand, in recent years, there have been several attempts to implement Strong PUFs on 

FPGAs. Gupta et al. realized a Strong RO PUF by using modified configurable ring oscillators [25]. 

Anandakumar et al. proposed an efficient implementation of XOR Arbiter PUF on FPGA [26]. We 

proposed a strong PUF using dual TDCs for AMD FPGA [27]. Ni et al. proposed a Strong PUF on 

FPGA which uses the difference of two identical delay-lines controlled by a common challenge input as 

a control input of an 8-bit Linear-Feedback Shift Register (LFSR) whose output is the 8-bit response 

output used as a pseudo-random pattern generator [28]. A LFSR is a shift register whose input bit is a 

linear function of its previous state. The difference is measured by a high-resolution TDC. Because TDC 

is composed of digital circuits, it is widely applied for various security applications without being just 

only applied for PUF [29,30]. 

In MPSDL-TDC, time intervals are applied to the multiple parallel identical low-resolution 

SDL-TDCs. By averaging the measurement result of each TDC, the resolution and precision are 

improved. Usually MPSDL-TDC is implemented on FPGA. 

Daigneault et al. realized a TDC with 10 ps resolution and 24 ps precision using 10 parallel dedicated 

carry-chains based TDCs on Virtex-II Pro FPGA [7]. Szplet et al. analyzed the influence of the number 

of parallel TDCs on the resolution and precision. They considered 14 different variants of multiple 

parallel dedicated carry-chains based TDCs up to the 16 parallel TDCs. They confirmed that the 

resolution was improved up to 11 times and the precision was improved about 2 times [8]. Shen et al. 

realized a TDC with 1.7 ps equivalent bin size, 1.5 ps averaged bin size, and 4.2 ps RMS using 16 parallel 

dedicated carry-chains based TDCs on Virtex-6 FPGA [9]. The PUF proposed by Ni et al. measures the 

difference of delay of identical delay lines by the multilayer TDC that is 3 parallel TDCs to generate 

response outputs [28]. 

The proposed FPGA PUF is applied to MPSDL-TDC. The PUF is a Weak PUF that uses the buffer 

delay of the internal SDL-TDCs as an entropy source. On the other hand, the PUF proposed in [27] is a 
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Strong PUF that uses the difference of the measurement results of a common time interval by dual 

parallel identical TDCs with identical multiplexer-chain based delay-lines as an entropy source. 

3. Preliminaries 

This section gives the prior knowledge to understand the proposed PUF. Subsection 3.1 overviews the 

basics of SDL-TDC. Subsection 3.2 describes the linearity self-calibration using histogram method for 

SDL-TDC. Subsection 3.3 explains MPSDL-TDC. 

3.1. Single Delay-Line based TDC (SDL-TDC) 

SDL-TDC is the most basic TDC [31]. Figure 1a shows a typical N-stage, which is composed of a 

buffer-chain with N buffers and N Flip-Flops (FF) [31]. Start input is provided to the buffer-chain. Stop 

input is connected to each clock input of each FF. Each stage of the TDC consists of a buffer and an FF. 

The buffer delay and the output of the FF of the i-th stage are 𝜏𝑖 and Qi, respectively. In ideal TDC with 

resolution 𝜏, 𝜏𝑖 = 𝜏 in all the stages. Let the buffer outputs of the first, second, and third stages be a, b, 

c, respectively. 

A positive transition TRU is provided to Start input, and then, a positive transition TRL is to Stop 

input. The TDC measures their time interval ∆𝑇. At the rising edge timing of TRL, all the FFs capture 

the input data. Figure 1b shows the timing chart in case the rising edge timing of Stop is between those 

of a and c. There, Q0 = Q1 = 1, Q2 = Q3 = ⋯ = QN−1 = 0, and thus, ∆𝑇 is measured as 2𝜏. The bit string 

Q0Q1Q2Q3⋯QN−1 in thermometer code format is transformed to the corresponding integer Dout in binary 

code format by Encoder. 

The structure of the TDC is simple. Therefore, it is often implemented on FPGA [32–34]. A buffer 

chain is implemented with LUT-chain or dedicated carry-chains in FPGA. 

In this paper, a TDC with a single LUT-chain is called LUT-chain based TDC, while the one 

with a single dedicated carry-chains is dedicated carry-chains based TDC. Vernier Delay-Line based 

TDC (VDL-TDC) using two LUT-chains was also proposed for higher resolution [35]. 

Figure 1. Typical N-stage SDL-TDC. (a) Basic SDL-TDC architecture with encoder transforming 

thermometer code into binary code; (b) Timing chart and the transformation of thermometer code 

to binary code. 

3.2. SDL-TDC with linearity self-calibration using histogram method 

In the SDL-TDC, ideally, the buffer delay is equal in all the stages. However, in reality, 𝜏𝑖 varies due to 

manufacturing variation, which yields non-linearity of the TDC. The self-calibration using histogram 

method can compensate for the non-linearity. 
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Figure 2 shows a four-stage SDL-TDC with linearity self-calibration using histogram method, 

where the gray-colored extra components as well as four inputs Test mode, CLKU, CLKL, and Stg, and 

the output of 1’s counter Bin are added. The input Test mode controls the upper and lower 2-to-1 

multiplexer (MUX). When Test mode = 0, the TDC is in the measurement mode, and Start input and 

Stop input signals are provided to the TDC. 

 

Figure 2. Four-stage SDL-TDC with linearity self-calibration using histogram method. 

When Test mode = 1, the TDC is in the self-calibration mode. CLKU is the upper input and CLKL 

is the lower input, respectively. During self-calibration process, different oscillation signals are input to 

CLKU and CLKL, respectively. As a result, pseudo-random time interval sequence like that in Figure 3 

where ∆𝑡𝑖 is the i-th time interval is applied to the SDL-TDC. The time intervals follow a probabilistic 

uniform distribution with the minimum 0 and the maximum the period of CLKU. The SDL-TDC 

measures each time interval sequential one by one and a histogram is constructed. 

 

Figure 3. Example of applied pseudo-random time interval. 

When the delay sequence is sufficiently random and the length is sufficiently long, the normalized 

distribution of the histogram reflects that of the buffer delay. For example, when the distribution of the 

constructed histogram is uniform, that of the buffer delay is uniform, too. Consequently, we can estimate 

each buffer delay from the constructed histogram. 
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When the effect of noise can be ignored and the initial time interval is 0, pseudo-random time 

interval sequence generated by two oscillation signals like those shown in Figure 3 is applied to TDC. 

The i-th time interval ∆𝑡𝑖 is expressed by the following formula. 

∆𝑡𝑖 = 𝑖𝑇𝐿𝑚𝑜𝑑(𝑇𝑈) (1) 

where TU is the period of the oscillation signal applied to CLKU, and TL is that applied to CLKL. When 

∑ 𝜏𝑗
𝑁− 
𝑗=0 < 𝑇𝑈  ⁄ , the bin length of the i-th stage Bini except the last one is expressed by the following formula. 

𝐵𝑖𝑛𝑖 = 𝜏𝑖𝑁𝑆𝑀𝑃/𝑇𝑈 (2) 

where NSMP is number of the applied time interval during the self-calibration. 

The N-1-th stage bin length BinN−1 is expressed by the following formula. 

𝐵𝑖𝑛𝑁− = (𝑇𝑈−∑ 𝜏𝑗
𝑁− 

𝑗=0
) 𝑁𝑆𝑀𝑃/𝑇𝑈 (3) 

The bin length of each stage of a 4-stage SDL-TDC is shown in Figure 4. 

 

Figure 4. Relation between buffer delay and bin length of histogram of 4-stage SDL-TDC with 

self-calibration. 

Transforming Equation (2) for 𝜏𝑖 gives 

𝜏𝑖 =
𝐵𝑖𝑛𝑖
𝑁𝑆𝑀𝑃

𝑇𝑈 (4) 

The Equation (4) shows that the buffer delay is in proportion to the bin length. 

The bin length is counted with the 1’s counter. The following is the procedure to obtain the buffer 

delay 𝜏𝑖. 

Step 1: Set Test mode to 0 and initialize the 1’s counter and assign i to Stg. 

Step 2: After that, set Test mode to 1. Then calibration process starts in synchronization with the 

positive edge of Test mode. NSMP pseudo random time intervals are measured. When Dout is i, EN input 

of the 1’s counter becomes 1, and thus the 1’s counter is incremented by 1. 

Step 3: The output Bin after Step 2 is Bini. Substituting the bin length Bini into Equation (4), we 

obtain the buffer delay 𝜏𝑖. 

Figure 5 shows a timing chart of the self-calibration process for the target buffer delay of 𝜏2. 
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Figure 5. Timing chart of self-calibration process when target buffer delay is 𝜏2. 

Linearity self-calibration can be used to observe variation of the buffer delay over resolution. It is 

called code density test [7–9,34]. 

A common approach for delivering two oscillation signals to the SDL-TDC is to place ring 

oscillators adjacent to CLKU and CLKL, respectively. However, the oscillation signals are weak and 

susceptible to external noise, which adversely affects the self-calibration process. 

3.3. MPSDL-TDC 

Since an FPGA has a huge amount of resources in general, it is suitable for implementing multi-channel 

TDCs. In multi-channel TDCs, equivalent fine resolution is realized with parallel delay measurement of 

a time interval with parallel identical TDCs even the resolution of the TDCs is low. 

Figure 6 shows an MPSDL-TDC composed of three SDL-TDCs; it is composed of SDL-TDC0, 

SDL-TDC1, and SDL-TDC2. A time interval is input to these TDCs in parallel. The buffer delays of the 

TDCs are variated although the TDCs have common ideal resolution. Let tm,n denote the minimum time 

interval for which the output Dout of SDL-TDCm is equal to 𝑛. The upper three rows of the figure show 

an example of the distribution of tm,n (0 ≤ 𝑚 ≤  ,  ≤ 𝑛 ≤   ) in each SDL-TDC. Let tn denote the 

minimum time interval for which the output Dout of MPSDL-TDC is equal to 𝑛. The last row shows the 

distribution of tn. In this example, the resolution of the MPSDL-TDC is about one third of each SDL-TDC. 

Further, the number of the possible output values Dout is three times of that of each SDL-TDC. 

We define MPSDL-TDC with M N-stage SDL-TDCs as M-parallel N-stage MPSDL-TDC. The 

resolution of M-parallel N-stage MPSDL-TDC is 1/M of that of each SDL-TDC. The number of the 

possible output values is MN. 

 

Figure 6. Basic idea of 3-parallel 16-stage MPSDL-TDC. 
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In MPSDL-TDCs, the output value is often calculated as the average of the output values of the 

internal TDCs. Figure 7 shows the architecture of a M-parallel N-stage MPSDL-TDC of this case. In 

this figure, TDCi is the i-th SDL-TDC. Dout is the average of the output of all the SDL-TDCs that is 

calculated in Averaging Block. 

 

Figure 7. Architecture of M-parallel N-stage MPSDL-TDC. 

4. Proposed PUF 

This section describes the proposed PUF, which calculates two buffer delays in TDCs with the calibration 

process for the generation of a 1-bit response output from their difference. Subsection 4.1 presents its 

architecture. Subsection 4.2 explains its FPGA implementation using LUT-chain. Subsection 4.3 

presents the scheme of the response output generation. Subsection 4.4 outlines the limitation of the 

proposed PUF. 

4.1. PUF architecture 

This subsection explains the architecture of the proposed PUF. Figure 8 shows the proposed PUF based 

on the MPSDL-TDC of Figure 7. It can be applied to other MPSDL-TDCs such as those of [7–9], too. 

The proposed PUF has the external inputs, Start input, Stop input, PUF input, and the challenge 

input CI, and the external outputs, Dout and Bin. This PUF has M-parallel N-stage TDCs with linearity 

self-calibration using histogram method. Although the TDCs of [7] use carry-chains as the delay-lines, the 

proposed PUF uses buffer-chains implemented with LUTs for the delay-lines of the SDL-TDCs. 

Consequently, the proposed PUF can be implemented on most of FPGAs from high-end to low-cost FPGAs. 
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Let i-th SDL-TDC be TDCi, and let the output of Encoder of TDCi be Douti. Let the output of 

Calibration Circuit of TDCi be Bini. The output Dout is the average of Dout of all the M SDL-TDCs that 

is calculated by Averaging Block. The output Bin is the output of the M-to-1 multiplexer whose inputs 

are the bin length of all the M SDL-TDCs. A part of CI is the control input of the M-to-1 multiplexer. 

The input PUF is the mode control input of the PUF. When PUF = 0, each SDL-TDC is in the 

measurement mode. Then the proposed PUF works as a normal MPSDL-TDC. Positive transitions are 

input from Start input and Stop input. After measurement, the fine-resolution measurement result is 

output to Dout. Calibration Circuit of TDCi outputs Bini. 

When PUF = 1, each SDL-TDC is in the calibration mode. Then the proposed PUF works as a 

PUF. Arbitrary buffer delay except 𝜏𝑁−  of arbitrary TDC can be calculated with the self-calibration. 

Let 𝑚 = ⌈log2𝑀⌉ and 𝑛 = ⌈log2𝑁⌉. The output Bin reflects the CIn−1…CI0-th buffer delay of the 

CIm+n−1…CIn-th SDL-TDC after the calibration. The binary value CIm+n−1…CIn is a control value of the 

control input of the M-to-1 multiplexer. Calibration Circuit of TDCi outputs Bini which reflects the 

CIn−1…CI0-th buffer delay when the control value is CIn−1…CI0. 

During calibration, oscillation signals are input to CLKU and CLKL of the SDL-TDCs. They are sent 

from the outputs of the T Flip-Flops. All the T Flip-Flops connected with CLKL work in synchronization 

with common CLK, and all the T Flip-Flops connected with CLKU work in synchronization with 

common CLKPLL. CLK and CLKPLL are sent from PLLs. Thus, common time intervals are always sent 

to the SDL-TDCs. 

 

Figure 8. Proposed PUF based on M-parallel N-stage MPSDL-TDC. 
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4.2. Response output generation 

The proposed PUF generates a 1-bit response output by comparing a pair of the buffer delays of the 

internal SDL-TDCs. The challenge input decides the two buffers. The delays are calculated with the bin 

length obtained with the calibration. 

The n-bit response output R = R0R1⋯Rn−1 is generated with the challenge input CI = CI0CI1⋯CIn−1, 

where Rk is the k-th bit of R and CIk is the challenge input to generate Rk. The n-bit response output R is 

generated with each 1-bit response output from R0 to Rn-1 obtained with the corresponding challenge 

input sequentially one by one. 

Figure 9 shows the format of CIk. The challenge input CIk consists of the first half challenge 

sub-input CIk0 and the second half challenge sub-input CIk1. The first sub-input selects the first buffer. 

The second sub-input selects the second buffer. Here both sub-inputs are (m + n)-bit bitstrings. The 

higher m bits select SDL-TDC, and the lower n bits select the stage. 

 

Figure 9. Format of challenge input Ck for generating 1-bit response output Rk. 

First, we obtain Bin0 with the calibration after CIk0 is set to CI of the proposed PUF. Then we obtain 

the first delay d0 by substituting Bin0 to Equation (4). 

Second, we obtain Bin1 with the calibration after CIk1 is set to CI of the proposed PUF. Then we 

obtain the second delay d1 by substituting Bin1 to Equation (4). 

If d0 – d1 > 0, then the response output is 0, otherwise it is 1. Since the delay is in proportion to the 

bin length, it is equivalent to determine the response output based on the difference between Bin0 and Bin1. 

The scheme for generating n-bit response output is as follows: 

Step 1. Prepare CI. 

Step 2. Set PUF active. 

Step 3. k = 0. 

Step 4. Execute calibration operation with CIk0. Obtain Bin0. 

Step 5. Execute calibration operation with CIk1. Obtain Bin1. 

Step 6. Rk = 0 if Bin0 – Bin1 > 0, otherwise Rk = 1. 

Step 7. Increment k by 1. 

Step 8. Finish if k = n, otherwise go to Step 4. 

As operating voltage and temperature fluctuate, the delay characteristics of the buffer chains within 

the internal SDL-TDCs also change. However, the proposed PUF remains robust against such variations, 

as it derives its 1-bit response output from the relative difference in buffer delays. In this context, we 

assume that environmental variations affect all buffers uniformly—a condition that holds true in most 

cases of voltage and temperature changes within FPGAs. 

Let the effect of environmental variation to the bin length obtained by the calibration be a constant K. 

Then the length of bins obtained by the calibration becomes KBin0 and KBin1. In this case, K gives no 

effect to the response output in theory. 

The entropy source of the proposed PUF is the buffer delay. Accordingly, the performance as a PUF 

becomes greater as variation of the buffer delay larger. 
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On the other hand, when variation of delay of the buffers is large, the performance as a TDC is 

decreased for its serious non-linearity. In this case, Dout of each TDC is compensated with the 

compensation method such as [36] before averaging. 

4.3. Limitation of proposed PUF 

The performance of the proposed PUF depends on the architecture of the target MPSDL-TDC. Table 1 

shows the target FPGA and the parameters of the conventional MPSDL-TDCs. The 1st column is the 

reference of each MPSDL-TDC, and the 2nd column is the implemented FPGA. The 3rd column is the 

number of TDCs M and the 4th column is the number of the stages of a TDC N. Here, the maximum M 

is 16, and the maximum N is 260. 

The 5th column is the number of the buffers. Then number of candidates of the buffer is 4144 in 

maximum. In case of RO PUF, it is equivalent to the number of ROs. Compared with well-known RO 

PUFs from [18,22,23], the order of the number of the delay elements is equal or rather larger. 

Table 1. Device and parameters of the Conventional MPSDL-TDCs. 

Reference Device Number of TDCs M Number of stages N Number of buffers 

[7] VirtexII-Pro 10 256 2550 

[8] Spartan 6 16 64 1008 

[9] Virtex-6 16 260 4144 

5. Experimental results 

We evaluated the proposed PUF based on a 15-parallel 16-stage MPSDL-TDC. 

5.1. Experimental setup 

We have implemented the proposed PUFs on 10 AMD Artix-7 (XC7A35T) FPGAs. The implementation 

used AMD Vivado 2023.1. The reference clock was 100MHz, and the system clock CLK was also 100 MHz. 

The PLL clock CLKPLL was 105.7 MHz. The sampling number NSMP of Dout in the calibration process 

was 221. MicroBlaze which is AMD soft core processor also implemented to control the proposed PUF. 

Pseudo random number generated with the emulation of LFSR on MicroBlaze was used as the challenge 

inputs. The length of a challenge input was 8 bits. The length of a response output was 128 bits. 1-out-8 

masking scheme is applied for the response output generation [18]. 

5.2. Basic evaluation metrics 

We evaluated uniqueness, reliability, randomness, and uniformity as the basic evaluation metrics at 

room temperature and nominal voltage. In this evaluation, uniqueness was evaluated with inter-chip 

Hamming distance (HD). Let the number of PUFs used for the evaluation be NPUF, and let the length of 

the response output be n (bits). Then the inter-chip HD HDINTER (%) is expressed as the following 

formula [37]: 

𝐻𝐷𝐼𝑁𝑇𝐸𝑅 =
 

𝑁𝑃𝑈𝐹 ∙ (𝑁𝑃𝑈𝐹 −  )
∑ ∑ (

𝐻𝐷(𝑅𝑖, 𝑅𝑗)

𝑛
) ×  00.0

𝑁𝑃𝑈𝐹−1

𝑗=𝑖+1

𝑁𝑃𝑈𝐹−2

𝑖=0

 (5) 



Electron. Signal Process.  Article 

 12 

where 𝐻𝐷(𝑅𝑖 , 𝑅𝑗) is the Hamming distance between the response outputs 𝑅𝑖 and 𝑅𝑗. 

The intra-chip HD of the k-th PUF (HDINTRA)k is expressed as the following formula [37]: 

(𝐻𝐷𝐼𝑁𝑇𝑅𝐴)𝑘 =
 

𝑁𝑞
∑

𝐻𝐷(𝑅𝑘, 𝑅𝑘,𝑡
′ )

𝑛
×  00.0

𝑁𝑞−1

𝑡=0
 (6) 

where Nq is times of queries, and 𝑅𝑘,𝑡
′  is the response output of the t-th query. 

With (𝐻𝐷𝐼𝑁𝑇𝑅𝐴)𝑘 , Reliability (%) is defined as: 

𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =  00.0 − 
 

𝑁𝑃𝑈𝐹
∑ (𝐻𝐷𝐼𝑁𝑇𝑅𝐴)𝑘

𝑁𝑃𝑈𝐹−1

𝑘=0
 (7) 

The metric Randomness (%) is the frequency of 1 in all the evaluated PUFs, which is expressed as 

the following formula [38]: 

𝑅𝑎𝑛𝑑𝑜𝑚𝑛𝑒𝑠𝑠 =
 

𝑛𝑁𝑃𝑈𝐹
∑ ∑ 𝑟𝑘,𝑙 ×  00.0

𝑛−1

𝑙=0

𝑁𝑃𝑈𝐹−1

𝑘=0
 (8) 

The metric uniformity is the frequency of 1 in the response output of a PUF. The uniformity of the 

k-th PUF (𝑈𝑛𝑖𝑓𝑜𝑟𝑚𝑖𝑡𝑦)𝑘 (%) is expressed as the following formula [37]: 

(𝑈𝑛𝑖𝑓𝑜𝑟𝑚𝑖𝑡𝑦)𝑘 =
 

𝑛
∑ 𝑟𝑘,𝑙 ×  00.0

𝑛−1

𝑙=0
 (9) 

where 𝑟𝑘,𝑙 is the l-th bit of Rk. In this evaluation, NPUF = 10, n = 128, Nq = 128. 

Table 2 shows the evaluation result of uniqueness, randomness, and reliability of the proposed PUF 

and the conventional weak FPGA PUFs. The first and second columns are the reference of each PUF 

and type of each PUF, respectively. The third and fourth columns are evaluation results of HDINTER and 

Reliability, respectively. 

In terms of uniqueness, the HDINTER of the proposed PUF is moderate compared to other PUFs. 

With respect to reliability, it performs slightly lower than conventional designs. However, in terms of 

randomness, the proposed PUF exhibits comparable characteristics to those of conventional PUFs. 

Table 2. Evaluation result of uniqueness, reliability, and randomness. 

Reference Type HDINTER Reliability Randomness 

[18] RO PUF 46.15 99.52 - 

[23] RO PUF 41 99.29 - 

[24] RO PUF 50.013 98.875 - 

[21] NAND-PUF 49.50 98.62 50.20 

[21] XOR-PUF 49.47 98.94 50.24 

[21] DD-PUF 46.88 98.33 50.29 

Proposed TDC PUF 47.07 93.91 50.70 

The distributions of inter-chip and intra-chip Hamming distances are shown in Figure 10. Figure 11 

shows the uniformity of the evaluated PUFs. The horizontal axis is ID of the PUFs, and the vertical axis 

is uniformity of each PUF. The uniformity distributes around the ideal value 50%, and the standard 

deviation of the distribution is 3.3%. 
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Figure 10. Distribution of inter-chip and intra-chip Hamming distance. 

 

Figure 11. Uniformity of evaluated PUFs. 

5.3. Resource overhead 

We evaluated the resource overhead of the proposed PUF shown in Figure 8 over the applied original 

MPSDL-TDC in Figure 7. There, we examined the resource overhead of two implementations. One 

implements Calibration Circuits on FPGA. Let the resource overhead of the implementation be ro0. 

The other ran the process in Calibration Circuit on MicroBlaze. Let the resource overhead of the 

implementation be ro1. Both implementations ran the process in Averaging Block on MicroBlaze. The 

resource overhead of a resource ro0 was defined as 𝑟𝑜0 =   00.0 × (𝑟𝑒𝑠𝑃𝑈𝐹0 − 𝑟𝑒𝑠𝑇𝐷𝐶𝑠)/𝑟𝑒𝑠𝑇𝐷𝐶𝑠 , 

where 𝑟𝑒𝑠𝑃𝑈𝐹0 was the target resource for the proposed PUF of the 1st implementation and 𝑟𝑒𝑠𝑇𝐷𝐶𝑠  is 

the resources for the original MPSDL-TDC. The resource overhead of a resource ro1 was defined as 

𝑟𝑜1 =   00.0 × (𝑟𝑒𝑠𝑃𝑈𝐹1 − 𝑟𝑒𝑠𝑇𝐷𝐶𝑠)/𝑟𝑒𝑠𝑇𝐷𝐶𝑠, where 𝑟𝑒𝑠𝑃𝑈𝐹1 was the target resource for the proposed 

PUF of the 2nd implementation. The amounts of resources for these implementations are estimated with 

the report of resource utilization after synthesis. 

Table 3 shows the result. The first column is the resource name. The second, third, and fourth 

columns are resTDCs, resPUF0, and resPUF1, respectively. The 5th and 6th column are ro0 and ro1, 

respectively. The number of resources F7 MUXes and F8 MUXes in resTDCs is 0. Accordingly, we do 

not calculate ro0 and ro1 of these resources. The overhead ro0 of Slice LUTs is 102.62%, which means 

that the number of the resources for Calibration Circuit is almost equivalent to that for TDCs. 
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The overhead ro0 of Slice Registers is 270.15%, which means that the number of the resource for 

Calibration Circuit is more than twice of that for TDCs. According to above results, the implementation 

of Calibration Circuit on FPGA needs extra resources more than twice of the original circuit. 

The overhead ro1 of Slice LUTs and Slice Registers are about 5%, which means that the overhead for 

LUTs and Registers is quite low. Further, as the range of TDCs is longer, the overhead becomes lower. 

Table 3. Resource utilization in Artix-7 FPGA. 

Resource 𝒓𝒆𝒔𝑻𝑫𝑪𝒔 𝒓𝒆𝒔𝑷𝑼𝑭𝟎 𝒓𝒆𝒔𝑷𝑼𝑭𝟏 ro0 ro1 

Slice LUTs 762 1544 800 102.62% 4.99% 

Slice Registers 268 992 282 270.15% 5.22% 

F7 Muxes 0 19 4 - - 

F8 Muxes 0 2 2 - - 

5.4. Thermal specification 

The thermal specification of the proposed PUF was evaluated with the PUF of ID 4. First, the thermal 

specification of the histogram obtained with the self-calibration was evaluated. With the self-calibration, 

the histograms of TDC0 of the PUF of ID 4 were obtained at 30 ℃, 60 ℃, and 80 ℃. 80 ℃ is the 

maximum temperature of Artix-7 [39]. Figure 12 shows the histograms. The horizontal axis is the stage 

number of the TDC, and the vertical axis is bin length. Each stage has 30 ℃, 60 ℃, and 80 ℃ bins from 

left to right. The bin length decreases as temperature increases in most of the stages. The length of 10-th 

bin is rather larger for non-linearity of the TDC. 

 

Figure 12. Histograms at 30, 60, and 80 ℃ of TDC0 of 4-th PUF. 

Next the thermal specification of the reliability of the proposed PUF was evaluated. Table 4 shows 

the result. As temperature increases, reliability decreases. However, the decrease is 2.70% in spite of 

variation of bin length shown in Figure 12. It is because the proposed PUF generates response output 

with the difference of delays. 

Table 4. Thermal specification of reliability at 30, 60, and 80 ℃. 

30 ℃ 60 ℃ 80 ℃ 

92.48% 91.82% 89.78% 
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5.5. Voltage specification 

The voltage specification of reliability of the proposed PUF was evaluated with the PUF of ID 9. The 

normal core voltage of Artix-7 is 1.0 V. Reliability of the PUF was evaluated with 0.9 V 10% smaller 

core voltage and 1.1 V 10% larger core voltage as well as 1.0 V core voltage. Table 5 shows the result. 

Reliability becomes lower under both 0.9 V and 1.1 V core voltages. Comparing with the result of Table 4, 

we know that variation of core voltage is more effective for reliability than variation of temperature. 

Table 5. Voltage specification of reliability at 0.9, 1.0, and 1.1 V. 

0.9 V 1.0 V 1.1 V 

75.06% 92.83% 67.87% 

6. Discussion 

Table 6 shows the comparison of the performance of the proposed PUF with major FPGA PUFs. The 

first column is the type of each PUF. The second column shows whether the PUF is a Weak PUF (W) 

or a Strong PUF (S). The third column shows if the PUF needs extra configuration or not. The 4th, 5th, 

6th, and 7th columns are uniqueness, reliability, area overhead over functional circuit, and power 

consumption, respectively. Here we list Arbiter PUF, RO PUF, and Butterfly PUF as major FPGA PUFs. 

We compare the proposed PUF with these PUFs with scoring them from 1 to 5 in terms of each metric. 

Table 6. Comparison of performance of major FPGA PUFs. 

Type W/S Extra Configuration Uniqueness Reliability Area Overhead Power Consumption 

Arbiter S not needed 4 5 4 4 

RO W needed 4 5 5 2 

Butterfly W needed 4 5 5 4 

Proposed W not needed 4 4 4 2 

5: Excellent, 4: Good, 3: Fair, 2: Poor 

A major advantage of the proposed PUF is that it does not require extra configuration to generate 

response outputs. Extra configuration will be a unique evaluation metric for FPGA PUFs. FPGA PUFs 

that have a substantial area such as RO PUF and Butterfly PUF needs extra configuration. To obtain 

response outputs, an extra configuration data for PUFs is written to FPGA after the existing configuration 

data for functional circuit is backed up. Then response outputs are generated. Finally, the configuration 

data backed up for the functional circuits is written back to the FPGA. As a result, the above process 

causes overhead of time for generating response outputs and data for the extra configurations. 

On the other hand, since the proposed PUF is based on existing TDCs, it does not require extra 

configuration. Consequently, it does not have such overhead. Uniqueness of the proposed PUF is 

equivalent to the other FPGA PUFs. Reliability is a little bit lower. One of the reasons is sequential 

execution of the two calibrations for generating 1-bit response output generation. Voltage bounce or 

fluctuation during the calibrations surfaces as variation of the external environment during the two 

calibrations. Probably, it causes degrading of its reliability. Reliability may improve if the two calibrations 

are executed in parallel under the same external environment. Since TDCs require Flip-Flops of the same 

number as the number of stages, the area is larger than Arbiter PUF of the equivalent number of stages. 
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However, since the proposed PUF reuses an existing high-resolution TDC, the area overhead, and power 

consumption as a PUF is low. Area overhead of RO PUF and Butterfly PUF over the functional circuit 

is considered to be zero since it is implemented with different configuration data [40]. 

The proposed PUF is a kind of delay PUF. Aging of PUF is an important and active research topic 

in the research area of hardware security [41]. Evaluation of effect of aging and the mitigation against it 

are future works. 

7. Conclusion 

This paper has presented a Weak FPGA PUF using MPSDL-TDC on FPGA. In the measurement mode, 

the proposed PUF works as a high-resolution FPGA TDC with the MPSDL-TDC. In the PUF mode, the 

proposed PUF selects a stage of a TDC in the MPSDL-TDC and another stage of another TDC in the 

MPSDL-TDC. Next, we calculate the buffer delays of the selected stages with the linearity self-calibration. 

Finally, we obtain a 1-bit response output by comparing the buffer delays. With a little extra circuit, the 

proposed PUF can be applied to any type of MP-SDL TDCs, even it is the one with LUT chain based 

TDCs or with the dedicated carry-chains based TDCs. Consequently, the number of the extra resources 

for the proposed PUF is small. Evaluation using 10 Artix-7 FPGAs resulted in an inter-chip Hamming 

distance of 47.07%, a reliability of 93.91%, and a randomness of 50.70%. Minimum resource overhead 

for the proposed PUF over original MDSDL-TDCs is 4.99%. 
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