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Highlights: 

 Generative AI heightens the risk that anonymized data may be re-identified. 

 Anonymization should move from a one-off legal determination to ongoing risk-based governance. 

Abstract: The development of generative AI relies on large-scale corpora that often contain personal 

information, making anonymization central to data-protection compliance. In comparative law, 

anonymization generally determines whether personal-information protection rules apply, with the key 

inquiry turning on identifiability and the reasonable likelihood of re-identification. In generative AI, 

however, parameterized learning, dynamic content generation, and long-term interaction have 

transformed anonymization from a static processing outcome into a probabilistic and context-dependent 

risk condition. This creates three main challenges: a mismatch between formal anonymization and 

substantive risk, which may lead to identity disclosure or sensitive-attribute inference; the erosion of 

anonymization’s function as a regulatory boundary, which may enable regulatory circumvention and 

undermine public trust; and uncertainty over responsibility allocation, which may hinder risk prevention, 

enforcement, and remedies. Existing rules offer only limited responses to residual risks, jointly produced 

risks, and dynamic changes in model operation. Accordingly, anonymization should be reconceptualized 

as an ongoing governance framework based on context-sensitive identifiability standards, tiered legal 

consequences, responsibility allocation, and lifecycle oversight, thereby reconciling personal-information 

protection with AI development. 
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1. Introduction 

The development of generative AI has made the collection, training, and use of large-scale corpora a key 

basis for developing and deploying model capabilities [1]. The presence of substantial volumes of 

personal information in training data makes anonymization a central component of data-protection 

compliance. Anonymization is a legally significant status determination that directly concerns whether 
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the relevant information remains personal information and whether personal-information protection 

rules continue to apply. Accordingly, jurisdictions such as China and the European Union have 

established rules concerning anonymization to varying degrees. 

Existing scholarship on anonymization can be grouped into three main strands. The first strand 

concerns institutional critique. This strand begins with the difficulties of applying existing law and the 

functional paradox of anonymization, examining why anonymization rules have failed to perform their 

intended role as the dividing line between data circulation and personal-information protection [2]. Some 

scholars have also described anonymization as a broken promise of privacy [3]. The second strand 

concerns the reconstruction of identifiability criteria. This line of research focuses primarily on how 

anonymization should be determined, seeking to interpret its meaning in a relative and contextual 

manner through theories such as “relative anonymization” [4], and “functional anonymization.” It 

should be noted that current scholarship generally recognizes the relativity of personal information 

anonymization [5]. The third strand concerns reform of the regulatory model. This approach focuses on 

how anonymization should operate, shifting the discussion from a static judgment of anonymized results 

to the continuous control of re-identification risks after anonymization. It emphasizes the need to 

establish an end-to-end, context-sensitive governance framework tailored to specific settings [6]. These 

studies have advanced the theory of anonymization from the perspectives of institutional function, 

identification criteria, and governance logic, and they also provide important theoretical resources for 

re-examining the normative function of anonymization in the context of generative AI. 

Nevertheless, existing research remains limited in that it has not yet offered a sufficient and 

systematic response to the risks brought about by the technological development of generative AI. In 

particular, in large-model settings, information relating to individuals may be dispersed across model 

parameters, embedding representations, retrieval indexes, and generated outputs. Unlike tabular data, 

unstructured data such as text, images, audio, and video may contain personal information hidden within 

semantics, context, image features, or voice characteristics, making identification and deletion more 

difficult [7]. Meanwhile, identification risks may be continuously generated during model deployment, 

user interaction, and inference output. Anonymization assessments therefore require a clear specification 

of both the assessment time and the relevant technical layer. Furthermore, where risks are jointly 

produced by the conduct of multiple parties, anonymization must also be connected with the existing 

legal system of obligations and rules of liability. 

On this basis, this article further focuses on two core questions in the context of generative AI. First, 

under the technical conditions of parameterized learning, distributed storage, and dynamic generation, 

does the normative foundation of anonymization as a regulatory boundary still hold? Second, within a 

processing chain in which training, deployment, and inference are intertwined, how should the scope, 

timing, and legal consequences of anonymization assessments be redefined? 

This article argues that generative AI has not rendered anonymization meaningless, but it has 

indeed affected the manner in which anonymization is legally evaluated. Therefore, anonymization 

should no longer be understood as a processing result that, once completed, can be used to determine 

whether information constitutes personal information. Instead, it should be reconstructed as an 

ongoing risk-based governance mechanism embedded throughout the entire life cycle of AI, with the 

control of re-identification risks at its core. 
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2. The legal function and technical logic of anonymization 

2.1. Anonymization as a boundary of personal-information protection rules 

To understand why anonymization rules face new difficulties in the context of generative AI, it is 

necessary first to examine the concept and function of anonymization. Anonymization primarily serves 

to delimit the scope of personal-information protection rules. Where information can be directly or 

indirectly linked to a specific individual, the relevant processing activities are subject to those rules. Where, 

after processing, information can no longer identify a specific individual and cannot readily be restored 

or re-associated with that individual, it is, in principle, no longer governed by personal-information 

protection rules. 

From a comparative-law perspective, although different jurisdictions adopt different terminology 

and institutional structures, they all recognize, to varying degrees, that anonymization affects the scope 

of personal-information protection rules. Anonymization is therefore not merely a technical processing 

measure, but a legally significant mechanism for determining regulatory status. The core question is 

whether the relevant information should still be treated as personal information and whether 

corresponding compliance obligations should continue to apply. 

To further illustrate the normative foundations of anonymization in different jurisdictions, this 

article examines representative rules from China, the European Union, California in the United States, 

and Japan. 

As Table 1 shows, major jurisdictions generally impose relatively stringent anonymization 

requirements, yet they differ in terminology, assessment criteria, and associated legal consequences. 

Existing scholarship has summarized the legal standards for anonymization in Europe, the United States, 

and China respectively as the “exhaustion of all possibilities standard,” the “privacy-rights-based 

protection standard,” and the “non-identifiability and irreversibility standard” [8]. Taking China’s 

Personal Information Protection Law of the People’s Republic of China (PIPL) as an example, it employs 

the concept of “anonymization” and emphasizes that, after processing, personal information must reach 

a state in which “a specific natural person cannot be identified and the information cannot be restored.” 

Once the relevant information satisfies the requirement of being “unable to identify a specific natural 

person and unable to be restored,” it is, in principle, excluded from the direct regulation of the Personal 

Information Protection Law. 

EU law does not provide a unified statutory definition of “anonymization” in its binding provisions. 

Instead, Recital 26 of the General Data Protection Regulation (GDPR) indicates by implication that 

anonymous information falls outside the scope of data-protection rules. At the same time, EU law clearly 

distinguishes anonymization from pseudonymization: the latter reduces the risk of direct identification 

but does not, by itself, remove the relevant data from the personal-data protection regime. 

The California California Consumer Privacy Act (CCPA), by contrast, more frequently employs 

concepts such as “deidentified information,” “aggregate consumer information,” and “pseudonymized 

information.” Qualified deidentified information and aggregate consumer information may be excluded 

from the scope of personal information. Japan’s Act on the Protection of Personal Information (APPI) 

establishes two categories: “anonymously processed information” and “pseudonymously processed 

information.” The former is closer to a legal regime governing the use of information after anonymization, 

whereas the latter retains a stronger connection with personal information protection norms. 
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Table 1. Legal bases and rules on anonymization in major jurisdictions. 

Jurisdictions Legal Basis Relevant Legal Provisions 

China PIPL [9] 

Article 4 “Personal information” refers to various information related to an identified 

or identifiable natural person recorded electronically or by other means, but does not 

include anonymized information; Article 73 For purposes of this Law, the following 

terms shall have the following meanings: (4) “anonymization” refers to the process of 

processing personal information to make it impossible to identify specific natural 

persons and impossible to restore. 

the European 

Union 
GDPR [10] 

Article 4(1) defines the scope of “personal data”; Article 4(5) provides for 

“pseudonymisation”; and Recital 26 provides that the principles of data protection 

apply to information relating to an identified or identifiable natural person, that 

anonymous information falls outside the scope of the GDPR, and that, in 

determining identifiability, account should be taken of all the means reasonably 

likely to be used. 

California, 

USA 
CCPA [11] 

Section 1798.140(b) defines “aggregate consumer information”; Section 

1798.140(m) defines “deidentified information”; Section 1798.140(v)(3) provides 

that personal information does not include deidentified information or aggregate 

consumer information; and Section 1798.140(aa) defines “pseudonymization.” 

Japan APPI [12] 

Article 2, paragraph 5 provides for “pseudonymously processed information”; 

Article 2, paragraph 6 provides for “anonymously processed information”; Article 

43 sets out the rules for the creation of anonymously processed information; 

Article 44 provides for the obligations of publication and express indication when 

anonymously processed information is provided to a third party; and Article 45 

prohibits identifying the principal by means such as comparison with other 

information. 

The relevant concepts across different jurisdictions therefore cannot simply be equated. Anonymization 

is not a single legal concept; rather, it is a legal status shaped by identifiability, reversibility, reasonably 

foreseeable re-identification risks, and controls over subsequent use. 

In traditional data-processing contexts, this regulatory arrangement allows anonymization to operate 

as a relatively stable regulatory boundary. Some scholars have noted that “data protection law protects 

individuals against risks associated with the processing of ‘personal data’ [13]. In traditional Internet 

judicial practice, courts have generally adopted a tolerant attitude toward the commercial use of 

anonymized information. For example, in China’s Zhu v. Baidu case, the court held that Baidu’s use of 

cookie technology to collect users’ anonymized search keywords for personalized recommendations did 

not constitute an infringement of privacy, because Baidu had fulfilled its notification obligation and 

provided an opt-out mechanism [14]. Similarly, in China’s Taobao v. Meijing case, the court not only 

recognized the legality of Taobao’s in-depth development of anonymized behavioral information, but 
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also conferred upon such information independent competitive property interests [15]. The above 

examples show that, in traditional Internet scenarios, anonymization once served to delineate the 

institutional boundary between personal information protection and the commercial use of data: 

information that had undergone effective desensitization was generally regarded as having fallen outside 

the scope of personal information protection. 

2.2. The probabilistic nature and relative characteristics of technical anonymity 

From a technical perspective, anonymization does not eliminate identification risk altogether. Rather, 

by controlling data distribution, attribute combinations, and modes of information exposure, it reduces 

the likelihood of identifying an individual to an acceptable level. 

As the scale of data has expanded, traditional desensitization methods have gradually become 

insufficient to meet the needs of privacy protection. Consequently, a series of anonymization 

mechanisms based on statistical theory have emerged. 

Among these mechanisms, L. Sweeney and others first proposed and developed the k-anonymity 

method [16]. The k-anonymity model reduces the possibility of individual identification by ensuring that 

each record is identical to at least k-1 other records with respect to key attributes. It is usually 

implemented “through generalization and suppression” [17]. Since the k-anonymity model may still be 

exposed to problems such as the disclosure of sensitive attributes, subsequent studies further proposed 

models such as l-diversity [18] and t-closeness [19]. The above models function more as evaluation criteria 

or risk-control approaches for anonymization. In concrete implementation, however, anonymization 

must also rely on various technical means. Existing research has pointed out that “the anonymization 

methods currently proposed include generalization, suppression, clustering, microaggregation, 

decomposition, and permutation” [20]. Taking generalization as an example, data generalization reduces 

identification risk by lowering data precision. For instance, replacing the specific age of 15 with the age 

range of 10–20 makes it difficult to accurately restore the original data. 

Unlike the anonymization models discussed above, which were developed mainly for data 

publication, differential privacy focuses on controlling the influence of a single individual’s data on 

aggregate outputs in statistical queries or published results. By adding random noise during data queries 

or publication, it ensures that the presence or absence of a single individual’s data does not significantly 

affect the overall statistical results, thereby mathematically limiting the risk of information leakage. 

However, even where the above technical methods are adopted, anonymized data may still face the 

risk of re-identification. With the continuous accumulation of data resources, attackers may re-establish 

the link between data and specific individuals through methods such as correlation with external datasets, 

supplementation with background knowledge, or model-based inference. Re-identification risk should 

therefore not be understood in absolute terms. An empirical study by Nyffenegger et al. on court 

judgment texts shows that, in the experimental scenarios they designed, the overall success rate of 

using large language models to re-identify anonymized judicial documents was relatively low, and the 

risk was not significant in most cases [21]; Alexin calculated, from a statistical perspective, that the 

re-identification risk of a specific database after anonymization was below 0.1%, thereby demonstrating 

that “fair anonymization” does indeed exist [22]. These studies indicate that generative AI does not 

necessarily render anonymization ineffective, nor can it be simply presumed that anonymized data will 

inevitably face a high risk of re-identification. The central concern is the highly context-dependent nature of 
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re-identification risk: data type, textual structure, external auxiliary information, model capability, 

prompting methods, the attacker’s objectives, and the specific use setting may all affect the effectiveness 

of anonymization in practice. As demonstrated by Altman and other scholars in their discussion of an 

integrated “legal–technical” governance framework [23], anonymization should be understood more as a 

risk-management mechanism jointly shaped by law and technology. Its objective is not to completely 

eliminate every possibility of identification, but to achieve a balance between data use and privacy 

protection within an acceptable range of risk. 

Technical anonymity has therefore been inherently relative from the outset. The effectiveness of 

anonymization depends on multiple factors, including sample size, attribute dimensions, external 

knowledge, the attacker’s capabilities, and the specific use setting. It therefore cannot be treated as a 

once-and-for-all determination made at the completion of processing; rather, it protects privacy primarily 

by reducing the likelihood of re-identification. As relevant research has noted, “anonymization is not an 

algorithm applied to a dataset to achieve measurable security, but an ongoing process aimed at reducing 

the risk of data re-identification to an acceptable level” [24]. 

2.3. The transformation of information forms in generative AI 

Generative AI does not fundamentally alter the relative nature of anonymization. Rather, it changes the 

forms in which personal information exists, the pathways through which identification risks arise, and 

the allocation of responsibility across multiple actors. In generative AI systems, particularly large 

language models, information relating to individuals may, during the training process, no longer exist in 

the form of complete records, but may instead be transformed into part of model parameters [25], text 

embeddings [26], retrieval-augmented generation (RAG) [27], or generative capabilities. In other words, 

the assessment of anonymization can no longer remain confined to the stage before training data enters 

the model. It must further ask whether identifiable personal information may still be contained in, or 

reconstructed from, model parameters, embedding representations, retrieval components, context 

windows, and generated outputs. This change has fundamentally shifted the object to which 

anonymization is directed. As the UK Information Commissioner’s Office (ICO) has pointed out, during 

the training process, generative AI models do not merely parse personal data in the same way as 

traditional software; rather, by “learning” from such data, they may retain its imprint [28]. Accordingly, 

personal-related information no longer exists merely in the form of records in traditional datasets, but 

may instead be transformed into a distributed existence within the model system. 

Dynamic output generation in generative AI further amplifies this problem. Traditional anonymized 

data usually takes the form of relatively fixed content at the time of release, and identification risk mainly 

arises when an attacker cross-compares that dataset with external data. Generative AI operates 

differently. Its outputs are not predetermined, but are generated in real time through the combined 

operation of user prompts, contextual information, model parameters, and external tools. Accordingly, 

identification risk does not necessarily manifest as the direct restoration of the original data. Rather, it 

may take the form of generating names, contact information, biographical trajectories, identity profiles, 

or sensitive attributes relating to a specific subject through prompt inducement, statistical association, 

and contextual inference. 

Although some model service providers reduce the risks associated with the processing of personal 

information through measures such as data filtering, training constraints, and output filtering, Open AI, 
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for example, states in its explanation of model training materials that “we take active steps to limit the 

processing of personal information during training. For example, we exclude sources that aggregate large 

amounts of personal data and train models not to respond to requests for private or sensitive information 

about individuals” [29]. However, relevant research and practice still show that, under certain conditions, 

large models may memorize and output personal information or sensitive content contained in training 

corpora [30]. Furthermore, generative AI is evolving from single-turn question-answering systems into 

agentic systems with capabilities such as persistent memory, task planning, tool use, and environmental 

perception. In agentic scenarios, identification risk no longer arises merely from a particular model 

output, but may gradually accumulate over sustained interactions. Fragmented information provided by 

users in different rounds may, in isolation, be insufficient to identify a specific individual. Yet under the 

combined effects of the agent’s memory mechanism, task continuity, and ability to call external tools, 

such information may be continuously integrated, associated, and inferred, ultimately forming a 

relatively complete personal profile. 

In sum, the key difference between generative AI and traditional anonymized data lies not merely 

in the larger scale of data or the greater complexity of processing techniques, but in the changing forms 

in which information relating to individuals exists, the ways in which outputs are generated, and the 

pathways through which risks arise. Accordingly, the scope, timing, and basis for allocating 

responsibility in anonymization assessments have also changed. 

3. The multiple dilemmas of anonymization in the context of generative AI 

As discussed above, generative AI does not merely expand the scale of data processing; it reshapes how 

information relating to individuals exists, is generated, and gives rise to risk. This challenges the 

assumptions underlying anonymization and creates difficulties in legal determination, regulatory 

consequences, and responsibility allocation. Yet technological change alone does not justify stronger 

regulation. Reconsidering anonymization becomes necessary only when its failure may cause individual 

harms, such as identity disclosure, sensitive attribute inference, or ineffective remedies, or public harms, 

such as regulatory arbitrage, legal uncertainty, and declining public trust, while existing legal duties and 

remedies cannot adequately address these risks. 

Accordingly, the following discussion focuses on three linked issues: the mismatch between formal 

anonymization and substantive risk, which distorts risk assessment; the erosion of anonymization’s 

function as a regulatory boundary, which destabilizes legal application and regulatory consequences; and 

uncertainty over responsibility allocation, which further impairs accountability and remedies. Together, 

these issues justify shifting anonymization from a final determination to ongoing risk-based governance. 

3.1. The mismatch between formal anonymity and substantive risk 

The first dilemma arises at the level of determining anonymization. A mismatch may arise between the 

legal question whether the data qualifies as anonymized and the technical reality that the model system 

may still generate or reconstruct identifiable information. 

This mismatch is first reflected in the expansion of the assessment object from datasets to model 

systems. Traditional anonymization mainly assesses whether original or released data remains 

identifiable. In the context of generative AI, however, the issue is no longer limited to whether the 
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original training data has been anonymized. It also includes whether the model system and its outputs 

may once again refer to, or identify, a specific individual. Existing research has pointed out that the 

development of generative AI has transformed the mechanism through which risks relating to personal 

data arise. In other words, such risks no longer stem solely from the data itself, but increasingly arise 

from the model capabilities developed through training, inference, and generation [31]. Therefore, if the 

assessment of anonymization remains confined to the stage of data input, it may overlook the 

identification risks generated during the operation of the model. 

This mismatch is also reflected in changes in the manner of re-identification. In traditional scenarios, 

re-identification is usually understood as reconnecting anonymized data to a specific individual, for example, 

by restoring identity information such as names, addresses, or account numbers through cross-comparison. 

In generative AI, however, the risk does not necessarily take the form of the complete reconstruction of 

a particular original record. Rather, it may manifest as identity targeting, profile reconstruction, the 

stitching together of personal experiences, or the inference of sensitive attributes. Even if a model does 

not reproduce the original training data word for word, substantive identification risk may already arise 

so long as it is capable of generating information sufficient to point to a specific individual with the 

assistance of particular prompts, contextual information, or external data. 

At the same time, generative AI may further amplify both the mosaic effect and the aggregation effect. 

The “mosaic effect” refers to a phenomenon in which, “like tiny shards of rock and glass, bits and bytes 

of data are pieced together in ways that create a fuller picture of you” [32]. This phenomenon is closely 

related to the aggregation effect [33], namely, that even where a single item of data has been anonymized, 

individuals may still be re-identified through correlational analysis across different data sources. Existing 

research has already noted that “the wide adoption of machine learning to solve a large set of real-life 

problems came with the need to collect and process large volumes of data, some of which are considered 

personal and sensitive, raising serious concerns about data protection” [34]. This is particularly true in 

agentic scenarios, where long-term memory, multi-round interaction, tool calling, and task coordination 

enable fragmented information to be continuously accumulated, associated, and reactivated. 

It can thus be seen that generative AI has changed the risk structure confronting anonymization. 

Formally, data may already have undergone anonymization. Substantively, however, the model system 

may still generate, reconstruct, or infer information relating to a specific individual during subsequent 

operation. It is in this sense that generative AI gives rise to a mismatch in anonymization, namely, a 

situation in which data is formally anonymized while substantive risks remain. 

Accordingly, the first dilemma is not merely a matter of technical misjudgment; it directly concerns 

whether individual rights and interests fall within the scope of legal protection. The model’s 

reconstruction of identity, personal experiences, or sensitive attributes may lead to harassment, fraud, 

discriminatory decision-making, and harm to personality interests. More importantly, if upstream data 

have already been classified as anonymized, the relevant processing activities may prematurely fall 

outside obligations relating to notice, purpose limitation, security safeguards, and responses to individual 

rights requests. 

Existing law is not entirely powerless where model outputs have reconstituted personal information 

or caused infringement. However, such ex post remedies often depend on the victim’s discovery of the 

risk and ability to prove subject-specific linkage and causation. They are therefore difficult to apply 

where the risk remains at the level of model capability or continues to accumulate over time. 
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3.2. The erosion of anonymization’s function as a regulatory boundary 

If the foregoing mismatch mainly concerns technical risk, the erosion of anonymization’s function as a 

regulatory boundary creates uncertainty over legal consequences. Anonymization was originally 

intended to distinguish personal information from non-personal information, thereby providing a basis 

for determining when compliance obligations are triggered and when they cease to apply. In the context 

of generative AI, however, risks may arise and evolve across training, deployment, and inference, 

making this boundary unstable. 

Although the Netflix case occurred in the traditional context of data release, it illustrates the inherent 

fragility of the anonymization boundary. As early as 2006, Netflix publicly released 100 million 

anonymized movie ratings and offered a prize of USD 1 million for an algorithmic competition. 

Researchers later found, however, that even though user IDs had been replaced, individuals could still 

be re-identified by cross-comparing the data with publicly available information such as IMDb data. 

Some students even succeeded in identifying several users, including themselves [35]; Generative AI 

further amplifies this fragility. Foundation models are “based on standard deep learning and transfer 

learning, but their scale results in new emergent capabilities, and their effectiveness across so many tasks 

incentivizes homogenization” [36], and, through training on massive corpora, form parameterized 

representations across contexts, sources, and tasks. Fragments that appear non-identifying within a single 

dataset may be reconnected with other information during model training and generation, thereby 

increasing the possibility of identifying individuals. In other words, anonymization risk no longer 

depends solely on whether a particular dataset itself has been “de-identified,” but increasingly depends 

on the model system’s capacity to reorganize, retrieve, and infer from the data. 

Further research shows that large language models can even re-identify Hacker News users and human 

interview participants with high accuracy based only on pseudonymous online profiles and conversations, 

achieving results close to those produced by professional investigators after hours of work [37]. 

Accordingly, re-identification risk is no longer a simple binary matter that arises only before or after 

anonymization is completed, nor does its source depend solely on whether the original data is retained. 

Rather, it depends increasingly on whether the system, in its subsequent operation, retains the capacity to 

generate, aggregate, or infer information relating to a data subject. Even if data has been formally 

anonymized, this does not necessarily mean that it has, in substantive terms, been removed from 

identification risk. More troublingly, anonymization may also become a regulatory grey area for large-scale 

data processing. Some scholars have pointed out that “anonymization in fact provides technology 

developers with a grey zone, enabling them to conduct large-scale data processing and analysis without 

violating the law, while disregarding the impact of subsequent data generation activities on the rights and 

interests of individuals or groups” [38]. Because different deployment methods, application settings, and 

interaction patterns may continuously alter the level of risk, and because, in agentic settings, long-term 

memory, task continuity, and environmental linkage may cause subject-related associations to 

accumulate over time, a legal regime that treats a one-off determination as a sufficient basis for 

regulatory exclusion may allow anonymization to preserve the boundary formally while failing to 

constrain subsequent risks in practice. 

The second dilemma concerns both individual and public interests. For individuals, unstable 

boundaries may result in different levels of protection for materially similar risks. For public governance, 
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if “anonymized” status is treated as a sufficient basis for permanent exclusion from regulatory rules, 

operators may use formalistic processing to evade obligations relating to lawful basis, impact 

assessment, purpose limitation, and supervisory audits, thereby creating systemic regulatory arbitrage. 

Existing personal-information protection law uses qualification as personal information as its 

threshold condition. This approach has the advantage of clarity and operability, but it lacks nuanced 

arrangements for intermediate situations in which risks have been substantially reduced but not 

completely eliminated. 

3.3. Uncertainty in allocating responsibility for anonymization 

Generative AI makes responsibility for anonymization harder to allocate. The allocation of responsibility 

under traditional personal-information protection law usually presupposes relatively clear processing 

purposes, processing means, and processing entities. Whether in the distinction between controllers and 

processors, or in the division between personal information processors and entrusted processors, the basic 

logic is that the subject determining the purpose and means of processing bears the primary compliance 

obligations, while the subject that specifically carries out the processing activity assumes corresponding 

responsibility. However, in large model and agentic scenarios, data provision, pretraining, fine tuning, 

deployment, application integration, plugin calling, and user use are often carried out by different actors, 

and re-identification risks may also be jointly produced across multiple stages. As a result, the traditional 

single-actor model of attribution cannot fully account for the way such risks emerge. 

Furthermore, model developers may not interact directly with end users, deployers may not possess 

the underlying training data, and application operators may substantially alter model outputs and 

identification risks through prompt design, knowledge-base access, workflow orchestration, and long-term 

memory mechanisms. Accordingly, anonymization risks are often not directly caused by a single actor, 

but are the result of the combined effects of technical decisions, organizational arrangements, and use 

behaviors by multiple actors at different stages. 

In agentic scenarios, this difficulty in allocating responsibility becomes even more pronounced. 

Through long-term memory, task orchestration, tool calling, and environmental feedback, agents 

continuously integrate user information, causing identification risks to span multiple technical layers 

and points in time. Such risks can no longer be simply attributed to a particular output or to the conduct 

of a particular actor. Since AI systems themselves do not possess intentions in the legal sense [39], 

traditional liability rules centered on the subjective state of the actor are difficult to apply directly. Legal 

responsibility must therefore be allocated among developers, deployers, operators, and users. 

At the same time, the emergence of risk may be jointly affected by historical conversations, external 

knowledge bases, system prompts, results returned by plugins, and the user’s current input. Thus, the 

responsibility question in anonymization is no longer merely one of identifying a single legally 

responsible actor. Rather, it requires looking beyond the formal division of labor among modules, stages, 

and actors to identify those who exercise substantive control over the creation of risk. 

The regulatory concern underlying the third dilemma is that uncertainty over responsibility 

allocation weakens both ex ante prevention and ex post remedies. Individuals often cannot know whether 

the risk originates from training data, model parameters, retrieval-augmented knowledge bases, system 

prompts, long-term memory, or user input. Regulators may also find it difficult to reconstruct the risk 

pathway in the absence of logs and cooperation mechanisms. 
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Existing rules on personal information processors, entrusted processors, and joint processing can 

cover certain cooperative relationships. However, responsibility attribution under this framework still 

largely depends on clear control over the purposes and means of processing. Where model developers, 

deployers, application operators, and tool providers each control different risk factors, the framework 

may produce both overlapping obligations and responsibility gaps. 

4. From one-off legal determination to ongoing risk-based governance 

As discussed above, the development of generative AI has altered several premises on which 

anonymization traditionally rests, making it necessary to move from a one-off legal determination to 

ongoing, risk-based governance. This shift should be grounded in existing personal-information 

protection norms and proceed along four dimensions: identifiability standards, legal consequences, 

responsibility allocation, and accountability mechanisms. 

At its core, this approach seeks to transform anonymization from a one-off assessment of results into 

a dynamic governance framework spanning the process of data processing, model operation, and 

application deployment. In this way, re-identification risks can be continuously assessed and addressed in 

a tiered manner, while providing a basis for identifying and allocating responsibility in multi-actor settings. 

4.1. Contextual adjustment of identification standards 

4.1.1. From a static state of anonymity to dynamic assessment of re-identification risk 

Under the traditional framework of anonymization, once data meets the standard of anonymity, it is 

usually regarded as falling outside the scope of personal information protection rules. In the context of 

generative AI, however, identification risk may fluctuate dynamically with changes in model 

capabilities, access to external data, modes of interaction, and application scenarios. 

More specifically, anonymization should exclude information from personal-information protection 

rules only where the information no longer enables substantive identification of a data subject under 

ordinary technical conditions, within the scope of reasonably available auxiliary information, and in the 

specific use context. Conversely, if the model system may still generate, aggregate, or infer information 

pointing to a specific individual through prompt inducement, retrieval augmentation, multi-turn 

interaction, long-term memory, or access to external knowledge, it cannot be assumed to fall outside the 

scope of personal-information protection rules merely because the input data has already been 

anonymized. In other words, in the context of generative AI, anonymization should be understood as a 

legal status subject to continuous risk assessment, rather than a fixed result that comes to an end once 

processing has been completed. Existing research has pointed out the need to “promote the shift of 

anonymization from static absoluteness to dynamic relativity, and, on the premise that risks are 

controllable, to explore lawful pathways for the use of personal information, thereby establishing a 

coordinable middle ground between data use and the protection of rights and interests” [40]. This also 

indirectly confirms the necessity of making anonymization standards more dynamic and context-specific. 

At the same time, relevant views in comparative law may also support the foregoing assessment. The 

UK Information Commissioner’s Office, in its guidance on anonymization, emphasizes that 

“anonymisation is intended to reduce the risk of an individual being identified, or being identifiable, to a 
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sufficiently remote level. This will depend on a range of factors, specific to the context” [41]. It can thus 

be seen that the assessment of anonymization is itself context-dependent. Introducing this understanding 

into the context of generative AI requires legal evaluation to pay further attention to the impact of model 

capabilities, the data environment, external tools, and interactive processes on re-identification risk. This 

context-dependent approach is further supported by the European Data Protection Board’s (EDPB’s) 

Guidelines 02/2026 on Anonymisation, adopted for public consultation in July 2026 [42]. By 

emphasizing the means reasonably likely to be used by relevant entities and the need for reassessment 

as technologies and data environments evolve, the Guidelines reinforce the view that anonymization 

should be treated as a status requiring continuing review rather than a one-off determination. 

4.1.2. A three-pronged assessment of re-identification risk 

In the context of generative AI, the assessment of anonymization should not remain confined to whether 

direct identifiers have been removed from the data. Rather, it should shift to whether the relevant 

information still presents a reasonably foreseeable risk of re-identification during the operation of the 

model system. The so-called reasonably foreseeable risk of re-identification does not refer to any abstract 

or theoretical possibility of identification, but to the real possibility that, under specific technical 

conditions, data environments, and use scenarios, the relevant information may once again point to a 

specific individual. 

Drawing on the provisions of the Opinion on Anonymisation Techniques [43], this risk may be assessed 

along three dimensions: incentive, capability, and context. First, with respect to incentive, the assessment 

should examine whether the relevant actors have a real incentive, purpose of use, or interest-based connection 

for re-identification. If the possibility of identification remains only a highly abstract theoretical 

assumption and lacks any real interest-driven motivation, anonymization should not be rejected on that 

basis alone. If, however, the relevant actors attempt to carry out re-identification through intelligent 

algorithms and benefit from it, they should bear the corresponding risks arising therefrom [44]. Second, 

with respect to capability, the assessment should examine whether the relevant actors possess the technical 

capability, data resources, and organizational conditions necessary to carry out re-identification. In the 

context of generative AI, particular attention should be paid to whether the model may, through prompt 

inducement, contextual accumulation, retrieval augmentation, long-term memory, or tool calling, 

generate, complete, stitch together, or infer information relating to a specific individual. 

Third, with respect to context, the assessment should examine the data-processing setting, user scope, 

access permissions, access to external knowledge, output recipients, and technical and organizational 

safeguards. The re-identification risk of the same information is clearly different in a closed testing 

environment and in an agentic system that is open to the public, connected to external knowledge bases, 

and equipped with long-term memory. As relevant research has noted, “language models like GPT and 

BERT are trained on large text datasets to predict or generate sequences of text. These models have the 

potential to memorize specific details from training data, which could include sensitive information such 

as health records, biometric data, sexual orientation, or other information shared during interactions with 

language models” [45]. Similarly, the Italian Garante’s temporary restriction on ChatGPT in 2023 also 

shows that, in the context of generative AI, regulators will not be satisfied merely with formal explanations 

of data processing. Rather, they will further examine the overall lawfulness of personal data processing in 

model training, content generation, and service operation [46]. 
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4.2. Tiered legal consequences of anonymization 

In the context of generative AI, the key issue is how the legal consequences of anonymization should 

vary according to different degrees of re-identification risk. Although de-identified information has had 

direct identifiers removed, it may still present varying degrees of re-identification risk under specific 

technical conditions, with the assistance of auxiliary information and data aggregation capabilities. 

Anonymization can be established only where it can effectively prevent risks of singling out, linkability, 

and attribute inference. Merely deleting direct identifiers such as names and identification numbers is not 

sufficient to remove data from the regulation of personal data [47]. If exclusion from personal-information 

protection laws and regulations remains the sole legal consequence, the law will be unable to respond 

accurately to different degrees of re-identification risk. In this sense, the legal consequences of 

anonymization may be divided into three tiers: high re-identification risk, controlled anonymization, and 

regulatory exclusion based on anonymization. 

First, the high re-identification risk tier. In scenarios where the risk of re-identification is relatively 

high, or where model outputs may directly generate subject-related information such as names, contact 

information, identity trajectories, or sensitive attributes, stricter personal information protection rules 

should continue to apply. These include a clear basis for processing, necessity limitations, protection of 

sensitive information, access control, testing and auditing, and ex post remedies. 

Second, the controlled anonymization tier. In scenarios where measures such as de-identification, 

access restrictions, output filtering, control of retrieval scope, and memory isolation have been adopted, 

and where the risk of re-identification has been significantly reduced but not completely eliminated, 

relatively flexible use may be permitted for specific purposes, in specific scenarios, and under specific 

control conditions. However, basic requirements such as risk assessment, purpose limitation, security 

safeguards, and prohibition of re-identification should still be retained. 

Third, the regulatory-exclusion tier based on anonymization. Only where, after a comprehensive 

assessment, the relevant information no longer presents a reasonably foreseeable risk of re-identification, 

and cannot readily be re-linked to a specific individual under ordinary technical conditions, within the 

scope of reasonably available auxiliary information, and in the specific use context, should it be excluded 

from the personal-information protection regime. 

Existing research has also pointed out that anonymization requires individualized arrangements 

based on the specific context of information processing, and that a single uniform standard is unable to 

respond to differences in risk across different scenarios [48]. At the same time, the boundary between 

anonymous data and personal data is not absolutely clear in practice, but should instead be assessed in 

light of the specific technological and application context [13]. Rubinstein and Hartzog also caution that 

anonymization should not be understood as an absolutely completed state, since doing so may easily 

obscure the risks of re-identification and disclosure of sensitive attributes [49]. A tiered approach to the 

legal consequences of anonymization can therefore preserve anonymization’s function as a regulatory 

boundary while leaving institutional space for low-risk data use in generative AI settings. 

4.3. Clarifying responsibility for anonymization in multiple actor scenarios 

In the context of generative AI, anonymization-related risks usually do not result from the conduct of a 

single actor, but from the combined operation of multiple stages, including training, deployment, 
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operation, and use. Existing research has already pointed out that liability in generative AI may involve 

multiple actors, and may simultaneously involve different actors such as service providers, deployers, 

and users [50]. Against this background, the allocation of responsibility for anonymization needs to 

“determine the content of the rights and obligations of specific actors according to the source of social 

risk, the stage at which it occurs, and the consequences of harm” [51], thereby moving from single-actor 

attribution to a structured model of responsibility allocation across multiple actors and multiple stages. 

Therefore, responsibility allocation should no longer rely mechanically on traditional attribution models, 

but should instead adopt a three-dimensional framework based on control over risk, benefit derived, and 

foreseeability. Specifically, actors that control model capabilities, data access, system memory, output 

filtering, and use settings should bear preventive and governance obligations corresponding to their control 

capacity. Actors that directly or indirectly benefit from the relevant risk-creating activities should also bear 

duties of care or risk-sharing obligations corresponding to the degree of benefit they receive. Where a 

particular actor has a high degree of foreseeability with respect to a specific re-identification risk, or 

ought to have foreseen such risk but failed to fulfill a reasonable duty of care, the basis for its 

responsibility should likewise be strengthened accordingly. 

On this basis, anonymization should also introduce a mechanism for coordinated responsibility 

allocation among multiple actors. Coordinated attribution does not simply expand the scope of actors 

bearing responsibility. Rather, where identification risks are jointly triggered or amplified by multiple 

parties, responsibility should be reasonably allocated according to the functional role played by different 

actors in the process of technological implementation and the types of obligations they bear. Data 

providers should be responsible for data sources, initial processing, and information quality. Model 

developers should be responsible for training mechanisms, the risk of parameter memorization, basic 

security capabilities, and security boundaries. Deployers and application operators should be responsible 

for knowledge access, long-term memory settings, output control, and user interaction mechanisms in 

specific scenarios. Users who knowingly exploit system defects to actively carry out re-identification 

should also bear corresponding legal consequences. The objective is to recognize shared responsibilities 

and obligations in the design, deployment, and use of complex technologies such as AI, thereby 

potentially avoiding or mitigating responsibility gaps [52]. 

4.4. Lifecycle governance and accountability mechanisms 

Anonymization-related risks in generative AI are not concentrated in a single stage, but arise across 

input, training, deployment, inference, and feedback. It is necessary to “follow the logic of governance 

throughout the entire life cycle of AI, guide the establishment of risk management and response 

mechanisms by relevant actors across the whole process, and, in light of the characteristics of AI 

applications, strengthen the monitoring and management obligations of relevant actors with respect to 

AI applications after they have been placed on the market” [53]. Therefore, the reconstruction of 

anonymization must be embedded within a framework of lifecycle governance. This lifecycle-based 

approach is also broadly consistent with the EU Artificial Intelligence Act. Although the Act does not 

establish an independent test for anonymization, its risk-based framework and requirements concerning 

documentation, logging, and post-market monitoring support the continuous assessment of anonymization 

risks throughout the operation of AI systems [54]. Stalla-Bourdillon and Knight criticize the 

anonymization approach of “release and forget,” arguing that anonymization is not the end point of 
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responsibility after data release. Rather, its effectiveness must be continuously assessed in light of the 

overall data environment, including the data itself, the technical infrastructure, data recipients, 

subsequent processing purposes, and externally linkable data [55]. Specifically, at the input stage, 

mechanisms for data screening, classification, and front-end de-identification should be established with 

regard to data sources, processing purposes, sensitive attributes, combinations of weak identifiers, and 

context-specific risks. At the operational stage, auditing and testing should be strengthened with respect to 

model memorization, parameter-leakage risks, retrieval-augmented modules, and long-term memory 

mechanisms. At the output stage, scenario-specific filtering, blocking, warning, and correction mechanisms 

should be adopted to prevent the system from generating information that directly or indirectly points to a 

specific data subject. In this way, anonymization is no longer an isolated data-processing act, but a 

governance arrangement embedded throughout the operation of the model system. 

At the same time, accountability mechanisms compatible with process-based governance should 

also be established. First, process documentation and risk traceability should be strengthened through 

technical logs, operational records, and risk-assessment documentation, so that, where re-identification 

risks or information leakage occur, the pathways through which such risks emerge can be traced and the 

stages at which responsibility arises can be identified. Second, audit, reporting, and external supervision 

mechanisms proportionate to the level of risk should be introduced. For high-risk models and large-scale 

personal information processing activities, anonymization risk testing and security assessments should 

be conducted on a continuous basis, and major risk incidents should be reported to regulatory authorities 

in a timely manner. Where entities continuously generate high-risk outputs, fail to fulfill risk-control 

obligations, or intentionally circumvent anonymization requirements, regulatory authorities may impose 

measures such as warnings, orders to take corrective action within a specified period, service suspension, 

and administrative penalties in accordance with the law. In this way, anonymization should no longer be 

understood merely as an isolated data-processing operation, but rather as a continuous governance 

arrangement embedded throughout the operation of AI systems. 

5. Conclusion 

This article does not call for stronger regulation merely because generative AI has the capacity for 

re-identification. Rather, reconsideration is warranted because the above challenges may harm 

individual rights and interests and impair public governance, while existing rules centered on one-off 

anonymization outcomes and a single processing actor are insufficient to address these risks. The 

mismatch between formal anonymization and substantive risk may allow risks such as identity disclosure 

and sensitive attribute inference to escape ex ante control; the erosion of anonymization’s function as a 

regulatory boundary may lead to unequal protection and regulatory arbitrage; and uncertainty over 

responsibility allocation may increase the costs of proof, enforcement, and remedies. 

Accordingly, anonymization has not lost its significance in the age of generative AI. However, its 

legal assessment should shift from a static, outcome-based determination to ongoing risk-based 

governance. Existing rules can still serve as the foundation for governance, but they should be 

strengthened through context-sensitive identifiability standards, tiered legal consequences, role-based 

responsibility allocation, and dynamic lifecycle review. Corresponding obligations should also be 

reinstated in a timely manner when re-identification risks increase. In this way, anonymization can 
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continue to function as a regulatory boundary between data use and personal-information protection, 

while avoiding becoming a formalistic device for avoiding regulation and responsibility. 
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