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Highlights:

• Key-decoupled circuit-model blind quantum computation is proposed.
• Independent encryption and decryption eliminate gate-by-gate key propagation.
• Target operations are blind within their Pauli equivalence classes.
• Random Pauli sampling enables low-overhead statistical verification.
• Proof-of-principle CMBQC is demonstrated on an IBM superconducting processor.

Abstract: In the noisy intermediate-scale quantum (NISQ) era, quantum computing resources are
increasingly provided through cloud platforms, enabling users to perform quantum computations
without owning expensive hardware. However, delegating computations to remote servers raises a key
challenge: ensuring the privacy of the client’s input, algorithm, and output. To address this issue, we
propose a circuit-model blind quantum computation (CMBQC) protocol that conceals the target quantum
computation while decoupling the encryption and decryption keys. This key-decoupled structure avoids
gate-by-gate propagation of decryption information on the client side. We establish blindness of the target
operation within its Pauli equivalence class and prove the verifiability of the protocol, where verification
is achieved by estimating expectation values of randomly chosen Pauli observables, thereby substantially
reducing the verification overhead. We further demonstrate a single-qubit implementation of the CMBQC
protocol on an International Business Machines Corporation (IBM) superconducting quantum system.
The simple structure and low verification cost of the CMBQC protocol make it a promising framework
for secure delegated quantum computation, with potential applications in quantum cloud computing.
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1. Introduction

The emergence of cloud-accessible quantum processors marks a significant milestone in quantum
computing, with universal devices predominantly hosted by a limited number of technologically advanced
institutions. In this setting, clients with limited quantum capabilities must delegate nontrivial quantum
computations to remote servers. Consequently, preserving the privacy of the client’s quantum inputs, the
target algorithm, and the computation outcomes becomes essential. Blind quantum computation (BQC)
addresses this requirement by enabling secure delegated quantum computation while preserving all
meaningful information about the computation from the server. In recent years, BQC has been actively
investigated, with its development primarily centered on measurement-based (MBQC) [1–5] and
circuit-based (CBQC) [6–8] protocols.

MBQC protocols [1–5] provide rigorous blindness, fully concealing the client’s input quantum
states, target algorithm, and computation outcomes from the server. However, each computation
consumes a large graph state, resulting in significant quantum resource overhead. By contrast, the
circuit model aligns naturally with superconducting quantum systems, including International Business
Machines Corporation’s (IBM’s) superconducting quantum processors, the 287-qubit Tianyan platform,
the 105-qubit Zuchongzhi 3 processor, and the Benyuan “Wukong” superconducting platform. In this
model, computations are specified by parameterized quantum circuits that support reuse and modular
composition, rendering circuit-based approaches particularly well suited for scalable BQC.

Andrew M. Childs [6] first proposed a circuit-based secure delegated quantum computation scheme in
2005, which encrypts the client’s input quantum states while preserving the correctness of the computation.
Anne Broadbent et al. [7] subsequently enabled entanglement-assisted CBQC for the non-Clifford T gate
with only a single round of interaction. Building on these results, Kevin Fisher et al. [8] experimentally
demonstrated CBQC. However, CBQC protocols typically leave the executed quantum gates visible to
the server while imposing a gate-by-gate coupling between encryption and decryption. As quantum
cloud computing advances toward increasingly complex algorithms and deeper circuits, practical security
demands extend beyond quantum-state blindness, rendering the privacy of the target quantum computation
central to BQC. This gate-by-gate structure causes decryption-related correlations to accumulate with
circuit depth, substantially increasing the client’s decryption burden and limiting scalability. More
specifically, if ki denotes the key information after the i-th delegated gate Gi, this dependence can be
expressed schematically as ki = FGi(ki−1). For a circuit U = GL · · ·G1, the final decryption key therefore
takes the recursive form kdec = FGL ◦ · · · ◦FG1(kenc), illustrating its dependence on both the initial
encryption key and the entire gate sequence. Consequently, a central goal of CBQC is to conceal the
quantum algorithm while preserving correctness, without introducing a decryption overhead that scales
with circuit depth.

Here, we propose a circuit-model blind quantum computation (CMBQC) protocol that eliminates
the need for gate-by-gate decryption. In our CMBQC protocol, the encryption and decryption keys,
kenc and kdec, are independently generated, and their effects are incorporated directly into the blinded
operation V through D(kdec)V E(kenc) = U , or equivalently V = D†(kdec)UE†(kenc). Therefore, no
gate-by-gate propagation of the decryption key is required on the client side, substantially reducing the
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client’s operational burden and facilitating experimental implementation. We also rigorously prove the
blindness of the target operation within its Pauli equivalence class and the verifiability of the protocol, with
verification requiring only the evaluation of randomly chosen Pauli observables. We further demonstrate
the CMBQC protocol experimentally in the single-qubit setting on an IBM superconducting quantum
system. The proposed protocol has potential applications in secure quantum cloud computing, benefiting
from its simple structure, low verification cost, and favorable scalability.

2. The CMBQC protocol

We now present the proposed CMBQC protocol, as illustrated in Figure 1, which involves two parties,
a client and a server. To implement a target quantum computation U on a quantum state |ψ⟩, the client
is responsible for state preparation, encryption, and decryption, while the server performs the quantum
computation. The CMBQC protocol consists of the following three steps.

(i) Encryption of the input quantum state. For an n-qubit input state |ψ⟩, the client randomly generates
encryption and decryption keys (a,b) and (a′,b′), respectively, where a,b,a′,b′ ∈ {0,1}n. The client applies
single-qubit Pauli operations determined by the encryption key (a,b), E(kenc) =

⨂︁n
i=1 Xai

i Zbi
i , to encrypt the

input state, yielding E(kenc)|ψ⟩, which is information-theoretically hidden and then transmitted to the
server for subsequent computation.

(ii) Implementation of BQC. The client derives a blinded quantum computation V from the target
quantum algorithm U and the associated keys, revealing to the server only its mathematical description.
The server then executes V on the encrypted quantum state using its quantum computational resources
and returns the resulting state to the client.

(iii) Decryption of the output quantum state. The client applies the Pauli decryption operator D(kdec)

to the state returned by the server, thereby recovering the desired output state U |ψ⟩. Accordingly, the
procedure satisfies D(kdec)V E(kenc)|ψ⟩=U |ψ⟩.
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Figure 1. Schematic of the circuit-model universal blind quantum computation
protocol. The protocol consists of three parts: the client encrypts the input quantum
state using random Pauli operators X jZk,X lZm, . . . ,X pZq; the server executes the
expected quantum computation V on the encrypted state; and the client decrypts the
output state using independently generated Pauli operators X j′Zk′,X l′Zm′

, . . . ,X p′Zq′ .
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Following steps (i)–(iii), the protocol proceeds through multiple interaction rounds, only one of
which corresponds to the target quantum computation, while the others serve for verification. The inability
of the server to distinguish the function of individual rounds precludes selective deviation during the
computation round. During verification, the client randomly measures Pauli observables on the returned
quantum states and compares the outcomes with the corresponding theoretical values.

The above construction is formulated for a general n-qubit blind quantum computation. In particular,
the Pauli-based encryption and decryption, the key-dependent construction of the blinded computation
V , and the statistical verification based on Pauli observables are not restricted to the single-qubit setting
and naturally extend to multi-qubit systems through tensor-product Pauli operations. The single-qubit
implementation presented below therefore serves as a proof-of-principle demonstration of the protocol
workflow and verification strategy on currently available quantum hardware. A practical distinction
arises in the verification procedure: while the single-qubit key space is sufficiently small to permit
exhaustive enumeration, the key space grows exponentially with the number of qubits, so multi-qubit
implementations rely on random sampling of keys rather than exhaustive verification.

3. Blindness proof and verifiability analysis

To establish the blindness of the CMBQC protocol and analyze its verifiability, we specify the associated
Pauli structure and the verification criteria. Since a single experimental outcome provides insufficient
information about the server’s behavior, its honesty must be evaluated statistically over multiple interaction
rounds. Motivated by this observation, we introduce two verification criteria to assess compliance with
the protocol.

Definition 1 (Expectation-Value Check): In a given verification, the client independently and
uniformly samples a Pauli observable O from {X ,Y,Z}, measures the returned quantum state to obtain
⟨O⟩exp, and compares it with the theoretical value ⟨O⟩th for the target computation. The server is accepted
as honest and the computation as correct whenever⃓⃓

⟨O⟩exp −⟨O⟩th
⃓⃓
≤ ε, (1)

with ε > 0 denoting a predefined tolerance threshold.
We next extend Definition 1 to a statistical verification criterion for multiple interaction rounds.
Definition 2 (Acceptance Probability): Let N be the total number of verification rounds and mpass the

number of rounds satisfying Definition 1. The acceptance probability is defined as

P =
mpass

N
. (2)

If P ≥ δ , where δ is a predefined acceptance threshold, the computation outcome is accepted;
otherwise, the server is regarded as dishonest.

Here we provide an algebraic description [9,10] of the Pauli encryption and decryption structure
underlying the protocol, which enables a blindness analysis independent of the explicit choice of
encryption and decryption operators.

(1) n-qubit Pauli group: Let P1 = {I,X ,Z,XZ} denote the set of single-qubit Pauli operators, and
define Pn = {P1 ⊗P2 ⊗ ·· ·⊗Pn : Pi ∈ P1}. Equipped with matrix multiplication, Pn forms a finite
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group, known as the n-qubit Pauli group.
(2) n-qubit Pauli left-right group and group action: We define the n-qubit Pauli left-right group as

Gn := Pn ×Pn. (3)

An element g ∈ Gn is written as g = (PL,PR), where PL,PR ∈Pn act on the left and right, respectively.
For an arbitrary quantum operation V acting on the n-qubit Hilbert space Hn, we define an action of Gn

on V by

g ·V := PLV PR, (4)

where PR and PL correspond operationally to the Pauli encryption and decryption operations in the protocol.
(3) Pauli equivalence classes: For an arbitrary operator V ∈ Hn, its orbit under the action of Gn is

defined as

O(V ) := {g ·V | g ∈ Gn}= {PLV PR | PL,PR ∈ Pn}, (5)

which is called the Pauli equivalence class of V . Equivalently, two operators V0,V1 ∈ Hn belong to the
same Pauli equivalence class if and only if there exists a pair (PL,PR) ∈ Gn such that

V1 = PLV0PR. (6)

(4) Stabilizer: For a given operator V ∈ Hn, its stabilizer under the action of the Pauli left-right
group is defined as

Stab(V ) := {(PL,PR) ∈ Gn | PLV PR = eiθV for some θ ∈ R}. (7)

Thus, Stab(V ) contains precisely those elements of Gn that leave V invariant up to a global phase.

3.1. Proof of blindness

The quantum one-time pad ensures that the server learns nothing about the input state, output state, or
secret keys. We now present a proof of the blindness of the target quantum algorithm.

Theorem (Uniform Distribution over Pauli Orbits). Let g be sampled uniformly from Gn and define
U := g ·V . Given V = v, the random variable U satisfies

Pr[U = u |V = v] =

⎧⎪⎨⎪⎩
|Stab(v)|
|Gn|

, u ∈ O(v),

0, u /∈ O(v),
(8)

where O(v) and Stab(v) denote the Pauli orbit and stabilizer of v, respectively.
As a result, the conditional distribution Pr[U = u |V = v] is uniform over the orbit O(v). Therefore,

the server cannot distinguish which specific representative within the same Pauli equivalence class
corresponds to the target operation, although the Pauli-orbit membership itself may remain distinguishable.

Proof. Fix V = v and let U := g · v. For any u, define Kv,u := {g ∈ Gn | g · v = u}. Uniform sampling
of g from Gn implies

Pr[U = u |V = v] =
|Kv,u|
|Gn|

. (9)
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We consider the following two cases.
(1) u /∈O(v). In this case, there exists no element g∈Gn such that g ·v= u. Hence Kv,u =∅, and therefore

Pr[U = u |V = v] = 0. (10)

(2) u ∈ O(v). Then there exists an element g0 ∈ Gn such that u = g0 · v. For any g ∈ Gn, we have

g ∈ Kv,u ⇐⇒ g · v = u

⇐⇒ g · v = g0 · v (11)

⇐⇒ (g−1
0 g) · v = v

⇐⇒ g−1
0 g ∈ Stab(v).

Therefore,

Kv,u = g0 Stab(v), (12)

which is a left coset of the stabilizer Stab(v) in Gn. According to the properties of cosets, we have

|Kv,u|= |Stab(v)|. (13)

Substituting into Equation (9) gives

Pr[U = u |V = v] =
|Stab(v)|
|Gn|

, (14)

for all u ∈ O(v). This completes the proof of blindness for the target quantum computation.□
It is important to clarify the scope of the blindness established here. The above theorem guarantees

indistinguishability among target operations within the same Pauli equivalence class: the server observes
a uniformly randomized representative of the corresponding Pauli orbit and therefore cannot determine
which specific representative is the target operation. However, the present construction does not guarantee
indistinguishability between target operations belonging to different Pauli equivalence classes. Thus, the
Pauli-orbit membership may remain accessible to the server, while the specific target operation within
that orbit is concealed. In this sense, the security property established by the present protocol is blindness
within a Pauli equivalence class.

3.2. Statistical analysis of verifiability

We emphasize that the verification mechanism employed in this work probes output quantum states
rather than quantum processes. The mapping from a quantum process to its output state is generally
non-injective, so that different processes may yield identical output states for a fixed input. Accordingly, a
server may evade detection in a single verification round only if it can reproduce the target output state
with sufficiently high precision. In the absence of the private information associated with that round, the
probability of achieving this is vanishingly small. To quantify the impact of such deviations, we next
consider two attack models: a strong attack and a weak attack.

Definition 3 (Strong attack): Let N be the total number of verification rounds and mnopass the number
of rounds that do not satisfy Definition 1. If the server applies a cheating operation Vcheat in all N rounds,
the detected deviation ratio is defined as
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γ =
mnopass

N
, (15)

with the corresponding acceptance probability

P = 1− γ ≪ δ . (16)

If the server engages in cheating in all verification rounds, the acceptance probability P is far below
the preset threshold δ , and the client rejects the computation result.

To lower the detection probability, the server may perform a weak attack, cheating in only k of the N

verification rounds and behaving honestly otherwise.
Definition 4 (weak attack): Let N be the total number of verification rounds and k the number

of cheating rounds, with kγ rounds detected as cheating according to Definition 3. Accordingly, the
detectable deviation probability is

Pcheat =
kγ

N
≈ k

N
γ. (17)

In this way, the server can reduce the detectable deviation probability by lowering the attack fraction
k/N, thereby making it more likely to pass the statistical test when the condition Pcheat < 1−δ , as defined
in Definition 2, is satisfied. In the weak-attack model considered here, the k cheating rounds are randomly
selected from the N verification rounds and are not assumed to occur consecutively. The present statistical
model does not include temporal correlations between different verification rounds; therefore, the analysis
depends on the number of cheating rounds k, rather than on whether the attacked rounds are consecutive.

The relationships among the above statistical parameters can be summarized as follows. Here, N

denotes the total number of verification rounds, and δ specifies the minimum acceptance probability.
Under the strong-attack scenario, where all N verification rounds are attacked, γ =mnopass/N characterizes
the detectable deviation ratio, giving an acceptance probability P = 1− γ . For a weak attack restricted to
k verification rounds, assuming the same detection rate γ for each attacked round, the expected number of
detected rounds is kγ , and the overall detectable deviation probability becomes Pcheat = kγ/N. Accordingly,
the acceptance condition P = 1−Pcheat ≥ δ requires Pcheat ≤ 1−δ , or equivalently, k ≤ (1−δ )N

γ
. Thus,

the detectable deviation ratio γ obtained from the strong-attack scenario determines the maximum number
of cheating rounds that can remain compatible with the statistical acceptance criterion.

To make the verification procedure explicit, we present the single-qubit CMBQC protocol, whose
quantum circuit is shown in Figure 2. The number of verification rounds is set to N = 15, with an
acceptance threshold δ = 0.9 and a single-round deviation tolerance ε = 0.001. We determine the
detectable deviation ratio γ from the strong-attack scenario using numerical simulations. When the
server cheats in all N = 15 verification rounds, mnopass = 12 rounds fail the statistical test, yielding
γ = 12/15 ≈ 0.8 according to Equation (15). According to Definition 2, the acceptance probability
is required to satisfy P ≥ δ , which implies that the detectable deviation probability must not exceed
1− δ . According to Equation (17), the number of cheating rounds in a weak attack is bounded by
k ≤ (1− δ )N/γ ≈ 1.88. Thus, in the single-qubit setting, cheating in at most one round does not affect
the statistical acceptance outcome. We therefore test the boundary case ⌈k⌉= 2, where acceptance hinges
on whether one of the two cheating rounds remains undetected.
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Figure 2. The single-qubit CMBQC protocol implemented on the IBM superconducting
platform consists of four parts: state preparation, encryption, target quantum computation,
and decryption.

In the single-qubit CMBQC setting, the key space contains only 16 elements, allowing for exhaustive
verification over the entire key set, which represents the most stringent verification configuration. By
contrast, for multi-qubit systems with n ≥ 2, the key space grows exponentially as 42n (e.g., 256 for
n = 2), rendering exhaustive verification impractical. In this regime, verification is instead carried out by
randomly sampling a sufficient number of keys from the full set (see Tables S1 and S2 in Supplemental
Material, Section 2).

4. Experiment and results

As a proof-of-principle implementation of the general n-qubit CMBQC framework described above,
we experimentally demonstrate its single-qubit instance on IBM’s 133-qubit superconducting quantum
processor Torino using the parameter settings specified above. The target gates include U (1)

1 , U (1)
2 , H,

T , and S, and only the results for U (1)
1 are presented here, with the remaining data shown in Figure S1

of Section 1 of the Supplemental Material. The additional experiments for U (1)
2 , H, S, and T exhibit

the same qualitative verification behavior as the representative U (1)
1 example: honest verification rounds

remain consistent with the theoretical predictions within experimental uncertainty, while sufficiently
large deviations introduced by cheating operations are successfully identified. Depending on the specific
cheating operations, the detected deviations lead to the corresponding statistical acceptance or rejection
outcomes, as detailed in Supplemental Material, Section 1.

As shown in Figure 3, the U (1)
1 -gate BQC experiment comprises 16 interaction rounds, with the 5th

round performing the target computation and the remaining 15 rounds serving as verification. Since the
target computation round is omitted from the verification plot, the displayed round numbers retain the
original interaction-round indices and therefore skip round 5. In this example, rounds 1 and 8 are randomly
selected as deviation rounds. For each verification round, the Pauli observable is independently and
uniformly sampled from {X ,Y,Z}, without applying any optimization criterion. The realized sequence
used in the experiment is explicitly reported below for reproducibility. The Pauli observables used in
the 15 verification rounds are, in order, Y,Y,Z,Z,X ,Z,Z,X ,X ,Z,Y,X ,X ,X ,Y . As shown in Figure 3, the
corresponding theoretical expectation values are −0.6142, −0.7556, −0.2198, −0.2154, 0.7117, 0.2198,
0.2154, 0.6646, −0.7592, 0.3148, −0.6921, 0.7117, −0.6646, −0.7117, 0.7556. The experimentally
measured expectation values are −0.5565 ± 0.0469, −0.7206 ± 0.0382, −0.1906 ± 0.0410, −0.1614
± 0.0245, 0.7292 ± 0.0295, 0.2459 ± 0.0231, 0.4901 ± 0.0219, 0.6677 ± 0.0203, −0.7150 ± 0.0259,
0.3382 ± 0.0298, −0.6912 ± 0.0386, 0.7255 ± 0.0319, −0.6646 ± 0.0388, −0.7155 ± 0.0113, 0.7261
± 0.0302. For each Pauli-observable measurement, Ns = 104 shots are used to estimate the corresponding
expectation value. Since the measurement outcomes of a Pauli observable are ±1, the standard error satisfies
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σ⟨O⟩ =

√︄
1−⟨O⟩2

Ns
≤ 1√

Ns
= 0.01, (18)

which is one order of magnitude smaller than the experimental verification tolerance εexp = 0.1. Thus, the
chosen shot number ensures that finite-sampling fluctuations do not dominate the verification outcome.
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Figure 3. Experimental verification of the CMBQC protocol for a single-qubit gate
U (1)

1 implemented on the IBM superconducting platform. The protocol consists of 16
interaction rounds, with the 5th round designated as the target computation round and
therefore omitted from the verification plot, while the remaining 15 rounds are used for
verification. The round labels retain the original interaction-round numbering; hence,
the verification-round sequence skips round 5. Blue bars indicate honest execution,
while brown bars indicate cheating execution.

Here, V (r)
cheat denotes the cheating operation implemented in the r-th interaction round, whereas Vcheat

without a superscript denotes the generic cheating operation introduced in the theoretical analysis. It is
constructed from the target gate U (1)

1 and the corresponding encryption and decryption keys according to

D
(︂

k(r)dec

)︂
V (r)

idealE
(︂

k(r)enc

)︂
=U (1)

1 . (19)

The superscript r accounts for the round-dependent keys. The cheating operations V (1)
cheat and V (8)

cheat are
deliberately chosen to yield output states whose fidelities with the corresponding ideal outputs under V (1)

ideal

and V (8)
ideal, respectively, exceed 0.9999. Nevertheless, their gate fidelities with respect to the corresponding

ideal blinded operations are 0.6570 and 0.5120, respectively.
As discussed above, the theoretical tolerance threshold is set to ε = 0.001. In practice, hardware

imperfections and finite sampling lead to deviations in the honest verification rounds of up to approximately
0.05, rendering this theoretical threshold overly stringent for the experimental implementation. We therefore
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set εexp = 0.1, approximately twice the largest deviation observed in the honest verification data, to provide a
conservative margin against false identification of normal experimental fluctuations as cheating. This value
is not adopted from a default IBM setting. Moreover, with Ns = 104 shots, the finite-sampling standard error
of a Pauli expectation value is bounded by 1/

√
Ns = 0.01, indicating that the experimental tolerance mainly

accounts for hardware-related imperfections rather than finite-shot fluctuations. With this threshold, the
deviation in round 8 is 0.2747 (theoretical value 0.4498, exceeding the threshold and thus being detected,
whereas the deviation in round 1 is 0.0576 (theoretical value 0.0384), which remains below the threshold and
is not flagged. Overall, only one detectable deviation is observed among the 15 verification rounds, yielding
Pcheat ≈ 0.053 and hence 1−Pcheat > 0.9, so the protocol passes the statistical test.

5. Summary

In summary, we propose and experimentally demonstrate a CMBQC protocol that ensures the blindness of
the target quantum algorithm, protecting both the quantum states and the computation process. A key
feature of our protocol is the decoupling of encryption and decryption keys, which reduces the client-side
quantum-operation burden and relaxes hardware-specific constraints. In conventional circuit-model
BQC protocols with gate-by-gate coupling between encryption and decryption, the client must track or
update decryption-related information as the delegated circuit proceeds, and the corresponding processing
burden therefore increases with the circuit depth. In our CMBQC protocol, by contrast, the client-side
quantum operations are confined to a single n-qubit Pauli-encryption layer at the input and a single n-qubit
Pauli-decryption layer at the output, with no intermediate client-side quantum operations required during
the server-side computation. Although the proof-of-principle experiment presented here is performed on
an IBM superconducting quantum processor, the CMBQC protocol is formulated at the circuit level and
can in principle be implemented on other circuit-based quantum computing platforms that support the
required state preparation, Pauli operations, quantum-circuit execution, and output measurements. We
provide proofs of the blindness and verifiability of the proposed protocol, in which verification is achieved
with low overhead via statistical sampling of Pauli observables. Experiments on current quantum hardware
further confirm the practicality of the approach and its capability to detect intermittent deviations. The
experimentally demonstrated CMBQC protocol therefore has potential applications in privacy-preserving
delegated computation for quantum cloud and networked quantum environments.
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